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USE Ultras at the Final of a Sports Event 
Cobwebs helps a European police agency secure the final match of 
CAS E a main sports event and Dent clashes between fans. 


at the Final of a Sports Event 


Cobwebs helps a European 
police agency secure the final 
match of a main sports event 
and prevent clashes between 
fans. 


Background 


In May 2018, the finals of a major sports event took place in 
a European country. The final was between two extreme rival 
teams. 


Local police was concerned that due to their rivalry, along 
with the event's importance and some well known violent 
organizations that are supporters of both of these teams could 
cause clashes in the European city. The results could yield 
damaged property, injured people, and a poor reputation and 
public image gained by local security forces unable to control 
the instigators. 


We received the request to investigate violent organizations 
supporting both teams to prevent cause of turbulence at the 
Stadium or any possibility of troubles or disorder in the city, 
with the objective to anticipate and gain control of any possible 
scenario. 


Investigation 


After conducting the primary phase of research on the history 
of violence of both clubs, we decided to monitor the web for 
several days prior to the final using the Tangles system. The goal 
was to gain a sense of the atmosphere surrounding the final 
sports event, and to better understand the animosity between 
both clubs and fans. 


* We loaded the system with a dictionary of hashtags and 
keywords, defining different levels of alerts for each of them 
to identify the main actors and influencers. 
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‘as at the Final of a Sports Event 


Based on various statistics derived from posts, comments, or 
the amount of traffic generated online, we were also able to 
understand the number of people who would be attending 
the event, and how could be potential troublemakers. 


With this conglomerate of data, we understood the number 
of law enforcement officers required to guarantee safety of 
spectators and the surrounding facilities of the stadium. 
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* Main targets identified as most likely to cause trouble were 
immediately monitored, allowing us to follow everything they 
were posting on social media in real time. From pictures, to 
videos being uploaded, to being tagged in posts, comments and 
groups, the main targets were active, and their locations were 
tracked. 


We went beyond just following their online activity and 
presence, including information generated by other users, such 
as people who were posting pictures, comments, and geo tags 
with them. 


Results 
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Ultras at the Final of a Sports Event 


With the use of advanced algorithms, we unveiled hidden 
information that could not have been identified with traditional 
monitoring methods. 


With the help of Tangles, we were able to provide valuable 
intelligence that helped local police not only identify main 
targets to monitor with a watchful eye, but also helping police 
understand how to use their limited resources wisely to 
guarantee the safety of the venue. 


Cobwebs Technologies is a worldwide leader in the field of web 
intelligence. We bring vast experience in the global intelligence 
market, introducing the next generation of Artificial Intelligence 
(Al) powered tactical web intelligence solutions. 


Cobwebs’ innovative and cutting edge systems are tailored 
to operational needs of both national security and law 
enforcement agencies. Our solutions pinpoint web relations, 
criminal activities and various threats with a click of a button. 


mN COBWEBS 


e 
E TECHNOLOGIES 


1. WebLoc Data Sheet 


1.1 Enriching WEBINT with Location Intelligence 


With enormous amounts of location-based data in the intricate web eco-system, law enforcement and 


national security agencies can benefit from geolocated intelligence in additional to the open source data 


available to them. 


1.2 Why Location Intelligence is important to WEBINT 


Nowadays, most of the intelligence is derived from open-source information. Finding and extracting this 
vast data remains a big challenge, as well as efficiently generate intelligent insights from these oceans of 
hidden and complex data signals. While traditional web intelligence solution enhances crucial parts of the 


investigation and situational awareness, connecting the data to live and real-world information completes 


the intelligence puzzle. 


E This document contains proprietary and confidential 
information which is the exclusive property of Cobwebs. 
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Ultras at the Final of a Sports Event 


Cobwebs helps a European police agency secure the final match of 


a main sports event and greveni clashes between fans. 


‘as at the Final of a Sports Event 


Cobwebs helps a European 
police agency secure the final 
match of a main sports event 
and prevent clashes between 
fans. 


Background 


In May 2018, the finals of a major sports event took place in 
a European country. The final was between two extreme rival 
teams. 


Local police was concerned that due to their rivalry, along 
with the event's importance and some well known violent 
organizations that are supporters of both of these teams could 
cause clashes in the European city. The results could yield 
damaged property, injured people, and a poor reputation and 
public image gained by local security forces unable to control 
the instigators. 


We received the request to investigate violent organizations 
supporting both teams to prevent cause of turbulence at the 
Stadium or any possibility of troubles or disorder in the city, 
with the objective to anticipate and gain control of any possible 
scenario. 


Investigation 


After conducting the primary phase of research on the history 
of violence of both clubs, we decided to monitor the web for 
several days prior to the final using the Tangles system. The goal 
was to gain a sense of the atmosphere surrounding the final 
sports event, and to better understand the animosity between 
both clubs and fans. 
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at the Final of a Sports Event 


Results 


From the moment the targeted fans arrived in the country where 
the event took place, they were monitored to understand what 
their activity, what they were discussing, while also attempting 
to gain a sense of the sentiment of their activities, (positive or 
negative). 


The police also knew exactly how to prioritize, optimize and 
make efficient use of their limited human resources to guard 
local population, fans and facilities. They were able to do so 
in knowing the number of people expected, trouble makers 
expected, and with a strong estimation of the number of fans 
who would be present in each of the relevant locations. 


With the pictures of potential troublemakers acquired from 


the online analysis, police were able to identify them at the 
stadium. They were also able to maintain appropriate situational 
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Ultras at the Final of a Sports Event 


awareness regarding the potential troublemakers’ behavior 
before, during and after the final took place, in all locations they 
were present: hotels, bars, modes of transportation, etc. 


With the use of advanced algorithms, we unveiled hidden 
information that could not have been identified with traditional 
monitoring methods. 


With the help of Tangles, we were able to provide valuable 
intelligence that helped local police not only identify main 
targets to monitor with a watchful eye, but also helping police 
understand how to use their limited resources wisely to 
guarantee the safety of the venue. 


Cobwebs Technologies is a worldwide leader in the field of web 
intelligence. We bring vast experience in the global intelligence 
market, introducing the next generation of Artificial Intelligence 
(Al) powered tactical web intelligence solutions. 


Cobwebs’ innovative and cutting edge systems are tailored 
to operational needs of both national security and law 
enforcement agencies. Our solutions pinpoint web relations, 
criminal activities and various threats with a click of a button. 
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Analysis 


USE Shooting in Alexandria 
B A S E Cobwebs investigated the event with the power of artificial 
intelligence, analyzing and preventing future attacks 
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Shooting in Alexandria 


Cobwebs investigated the 
event, utilizing the system’s Al- 
powered technology to analyze 
and prevent future attacks. 


Artificial Web Intelligence 


Content generated on the web continues to 
expand on a daily basis. Social networks, 
forums, blogs, and news sites are the key 
sources of information for everything occurring 
in the virtual world. 

Vast amounts of data generated via online 
activity complicates tracking it, challenging 
intelligence analysts and deterring their 
progress. Gathering, processing, prioritizing and 
taking action on the right data are all 
challenges, and getting lost in a sea of available 
information is easy. 

Intelligence agencies can stay one step ahead 
with the power of artificial intelligence 
predicting and pinpointing smoking guns, for 
optimal response times and resolution of 
investigations. Artificial intelligence overcomes 
human limitations, transforming fragments of 
information into actionable insights that 


transpire into preventative measures. 


Background 


Following the Alexandria shooting of five republican 
congress members, including House Majority Whip 
Steve Scalise, media outlets incessantly speculated 
how the shooting could have been predicted and 
prevented by authorities. 


James T. Hodgkinson, the shooter, was eventually 
exposed as an abusive alcoholic with a criminal 
record. His social media activity was overflowing 
with aggressive anti-republican propaganda. With 
that, indicators of concern based on Hodgkinson’s 
social media activity were assessed as minor and 
with insufficient cause for significant alarm. 


Cobwebs Technologies was contacted to support the 
authorities with the use of Tangles, employing the 
solution to help answer the most critical and 
fundamental question revolving around the case: 
could this shooting have been prevented using web 
intelligence? And, how can future monitoring of 
social media and online activity be implemented to 
effectively anticipate similar hate-crime threats. 


Investigation 


Based on responses to previous shootings, the 
assaulter’s online presence became a hornet's nest 
for extremist hate messages from both fronts. To 
prevent detrimental escalation of the public 
discussion, profiles of users were terminated 
promptly. Real-time analysis of Hodgkinson's social 
activity in parallel with initial reports of the shooting 
provided profound vision and insight on the 


assaulter’s activity preceding the shooting. 


Tangles also revealed Hodgkinson's remaining 
Twitter account that likely was still open due to being 
undetected by authorities, while all other Facebook 


profiles and pages were already disabled. 
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Results 


Terminate The 
Republican Party 


Hodgkinson's web activity analysis surfaced 
disturbing indications of problematic 
behavior. Involvement in political activity via 
social media in itself is not a threat, but 
Hodgkinson's imbalance between supporting 
a cause and acting belligerently towards his 
adversaries is the first red flag waving signs 


eos 6 


< 


i 
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Overall, Hodgkinson maintained two 
Facebook pages and an additional Facebook 
profile under his name for ongoing 
distribution of political propaganda. 


Shooting in Alexandria 


* Less than 24 hours before the shooting, 
Hodgkinson was actively posting on his second 
Facebook profile. To human analysts, posts of this 
type are rarely perceived as threats or concrete 
indication of harmful intentions. It can take more 
than the human mind to comprehend complex 
situations, especially when it comes to taking 
available information into consideration within 
context. 


Real Time Monitoring and Prevention 


Evolving intelligence methodologies using cutting- 
edge technology are crucial in identifying concrete 
threats within masses of big data. Artificial 
intelligence is harnessed to empower human 
analysts on their mission to face the modern-day 
challenges. 


Natural Language Processing (NLP) capabilities allow 
Tangles to monitor the internet and extract much 
more than just words. The Al-led approach allows 
users to delve into the mind of the author, mapping 
out his words and even their sentiment towards a 
topic. 
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Shooting in Alexandria 


Object identification in pictures can assist in 
revealing specific contents of endless media, 
pictures and videos alike. Tagging specific 
objects of interest and pointing analysts 
towards interesting content supports thorough 
analysis of data that could be otherwise 
overlooked due to inefficiencies or other 


parameters. 
£ Ph 
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Weaponry business liked by Hodgkinson 


Automatic link analysis extends collection of 
data to other social media accounts used by 
the individual, (through direct connection or 
multiple-degree connection), and paints a 
complete intelligence picture with various 
views of his life and social circles. 


Advanced link analysis can infer group 
topologies and social changes in a person's life, 
indicating surrounding influences — online and 
offline. Follow-up analysis of group connections 
can expand the circle of suspects, while 
creating new high-profile targets — for 
investigation. 


A well-calculated alert mechanism points out routine 
breaks in standard activity of online entities, whether 
activity fluxes or drops from the user's regular level 
of activity or routine. 


showed a substantial increase in 
activity in the months prior to the shooting 


Cobwebs' Al-integrated solution, Tangles, provided 
valuable intelligence that helped identify main 
targets requiring surveillance. Tangles also supports 
organizations' effective delegation of limited internal 
resources to guarantee public safety and prevent 
future hate crimes. 
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Shooting in Alexandria 


Cobwebs Technologies brings years of extensive experience to today’s evolving global intelligence 
market. 


Our team is comprised of military and intelligence experts, blended with some of the sharpest minds 
in today’s high-tech arena, particularly in the web intelligence niche. Our extensive hands-on and 
project-based experience in WEB intelligence allowed us to identify inadequacies of other 
intelligence solutions, challenged to cope with technological developments and advancements. 


Cobwebs’ cutting-edge systems are designed for national security agencies and the private sector, 
pinpointing web relations, criminal activities and terrorist threats with the click of a button. With 
clients worldwide, our solutions and team assist organizations with complex investigations, providing 
actionable analysis of targeted data. With our end to end solution’s deep and insightful analyst 
reports and our range of professional services, Cobwebs strives to maintain its position as an industry 
leader, surpassing the competition - one intelligent insight at a time. 


| £i Tangles 


ISIS Recruiter in Southeast Europe 


Cobwebs helped a European intelligence agency investigate and discover an ISIS 
recruiter who established a network of known and potential terrorists. 


| 
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ruiter in Sout 


Cobwebs investigated 
the case and utilized a 
conglomerate of web 
intelligence powered by 
Artificial Intelligence 
(Al) to prevent 
potential terror attacks. 


Al Powered Web Intelligence 


Today's content generated on the web expands on a daily basis. 
Social networks, forums, blogs, and newssites are rich online data 
sources in which most of the virtual world's activity takes place. 


The huge amounts of data generated from online activity 
makes it virtually impossible for intelligence analysts to track 
all web activity. Collecting, processing, prioritizing and taking 
action on the right piece of data is challenging. It's easy 
to drown in huge pools of the web's endless information. 


With the power of Artificial Intelligence applied to predict and 
pinpoint smoking guns of organized terror, agencies can stay 
one step ahead of targets, overcoming human limitations and 
transforming fragments of information into preventive actions 


Cobwebs provides the next generation of web intelligence, 
with machine learning algorithms that produce automated 
insights and alerts, mirroring depth and intelligence of 
human analysis. The Al engines’ goals include providing 
automated and advanced insights through various methods: 


» Extracting hidden intentions within text 

» Making connections invisible to the human eye via image, 
face and video recognition 

Classifying suspicious profiles 

» Providing real time alerts 

e Preventing events before they occur 


Background 


An intelligence agency contacted Cobwebs for assistance 
analyzing two known terrorists who had already fled the country 
to fight in Syria. The agency had little to no information about 
how and when the terrorists were radicalized. In discovering 
their social media profiles, the agents quickly learned that the 
terrorists’ activity was next to null. The agency was determined 
to discover other members of this cell in order to catch them 
before they too would flee the country to the middle east, with 
the goal to prevent future terror attacks. 
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Investigation 


After conducting the primary stage of research on both target 
profiles provided by the intelligence agency, we found that 
they were both inactive on social media, with their last activity 
dating back to October of last year. Few pictures were posted 
and both profiles had nearly no friends. 

With the use of Tangles, we applied the intersect feature which 
cross analyzed all connections of both targets. This led us toa 
central social account that seemed connected to both of our 
targets and other pro terror profiles. 


By Gesimtarl Allahut? 311 


After investigating the key central account with Tangles, 
we discovered a profile posting mainly things related to 
ISIS, Syria, killings and promoting terror. In the map, using 
the locations feature, we also identified dense activity 
and many friends concentrated in the middle east. Posted 
pictures were captioned in Arabic with pro ISIS content. 


Unlike the previously analyzed targets, this profile was 
extremely active, openly discussing ethnic cleansing , murder 
and ISIS (among other terror groups). When analyzing the 
account owner's friends, we discovered that the prospect was 
connected to more than 2000 profiles, most from Southeastern 
European countries that asked for Cobwebs support on the 
investigation. 


Results 


After analyzing the primary targets, we confirmed there was 
limited information from which valuable insights could have 
been extracted, due mainly to the lack of social activity of 
both profiles. With the use of our advanced systems powered 
by artificial intelligence technologies, we quickly identified a 
common connection between both targets, revealing a very 
interesting and valuable profile. Due to the newly discovered 
account owner's intense activity, social presence and online 
influence, we defined him as “the recruiter," concluding 


that he was an active ISIS recruiter in Europe. Shortly after 
detecting his profile, the account was closed. However, all 
the intelligence that was retrieved remained in our system 
for future analysis and overview, while also helping to 
continue identifying and discovering new leads. Agencies can 
actively protect society by preventing future terror attacks 
with the gather intelligence, along with inhibiting citizens 
from fleeing the country to fight for terror organizations. 


With the use of Tangles, we were able to provide valuable and 
intelligent insights to an investigating intelligence organization, 
not only identifying a main target, but also pinpointing where 
to streamline their resources to enforce safety of citizens. 
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About Cobwebs 
Technologies 


Cobwebs Technologies brings extensive years of vast 
experience in the global intelligence market. 


The company team is comprised of an experienced group 
of individuals from military and intelligence agencies, along 
with high tech expertise. Our extensive background in web 
intelligence, gained through years of active participation 

in field specific projects, allowed us to identify the lack 

of adequate intelligence solutions coping with current 


e. 
Want to learn more about our web 
intelligence platform and its capabilities? 
Visit: www.cobwebstech.com or contact a 


local sales representative for a demo 
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ISIS Recruiter in Southeast Europe 


technological challenges. 

We offer innovative, cutting edge systems to national 
security agencies and private sectors, as our solutions 
pinpoint web relations, criminal activities and terrorist threats 
with the click of a button. Working with clients worldwide, 
Cobwebs assists them with investigations and analysis of 
targeted data with a range of products, from robust, end to 
end solutions, to professional services and detailed analyst 
reports. 


Dark Web 
Monitoring 
Challenges 


White Paper 
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Glossary | TOR- The Onion Router | WEBINT- Web Intelligence 


Introduction 


The world wide web has several layers. Legitimate users are familiar with the surface web, where data can be freely 
accessed using standard search engines, and the deep web, where information (e.g, personal bank accounts) 

can be accessed using unique login information. The third layer is the dark web (also referred to as the darknet), 
where content is not only very hard to access, requiring unique downloadable software programs, but users and 
transactions remain anonymous. Although there are legitimate users on the dark web, such as political dissidents, 
whistleblowers, and human rights activists, it is mainly a safe haven for criminal elements. 


In their efforts to hunt down criminals, law enforcement agencies use several strategies. For example, investigators 
go undercover to penetrate crime organizations (such as Silk Road), hacking dark websites using agency-deployed 
malware (such as State Trojans), mass surveillance by dedicated agency units, and following the digital footprints 
that criminals leave behind. In order to do the latter, investigators need tools to track down threat actors, illegal 
market places, money laundering schemes, and terror financing transactions. 


In this white paper, you will learn more about: 


* The dark web and its users 
* The challenges that law enforcement faces 
* Why law enforcement uses WEBINT solutions to probe the dark web 


will only compound and hyp 


on the dark wet 


James Scott | 5 
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The Dark Web 


The dark web is hidden in the deep web, which accounts for 90% of all web content. The dark web consists of IP 
addresses that are routable, but not in use. Basically, it is a repository of hidden websites that can only be accessed 
with special software, such as Tor. As shown below, using a Tor connection makes it very difficult for investigators to 
follow a data stream. 


How Tòr Works: 


‘An unencrypted link is 
xposed to surveillance, 
omeone to 


After obtaining a list of Tor nodes from a directory s 
the user's Tor client picks a random series of Tor no 
to the destination server 


If the user visits another site at a later tin 
random path will be chosen to the new dest 


Figure 1- How Tor works 


This makes the dark web attractive for criminals since it allows them to leave hardly any trace of their illegal 
activities. There are various types of criminals that use the dark web. Black marketeers sell all kinds of illegal goods 
and services, such as drugs and weapons, on dark web marketplaces. Threat actors use botnets to create large 
amounts of traffic to block or suspend server access making legitimate websites unreachable. 


Terrorists use the dark web to enlist services, buy weapons and explosives, and finance their operations. Hackers, 
fraudsters, and threat actors use the dark web to launch their campaigns, buy and sell hacker tools, collect ransom 
money, and sell stolen data on various dark web forums. Hitmen, arms dealers, and gangs engaged in pornography 
and sex/human trafficking use the dark web to stay under the radar of law enforcement 
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When we look at the cybercrime statistics of 2018, we see that cybercrime created over $1.5 trillion in profits. 
The dark web was used for trading illegal goods such as weapons, drugs and a whole range of counterfeit items 


by criminals looking for workarounds, using code words that avoid detection and encrypted messaging services 
to cover their tracks. 


Cybercrime Annual Revenues 


$160,000,000,000 


$860,000,000,000 $1000,000,000 


Wi Illegal online markets Trade secret, IP theft Wi Data Trading Crime-ware/CaaS Wi Ransomware 


Figure 2 


Cybercrime in 2019 


The Threat Of The Dark Web 


"This cyben ill be tinuous marathon war 
that will oi ompound and hype 


Monitoring the Dark Web 


Law enforcement agencies need to have access to the deep web and the dark web to follow the digital footprints 
of criminals and get insight into their networks, transactions, and co-conspirators. Monitoring the dark web is 
time-consuming and complicated, involving huge amounts of data from dark web marketplaces, closed forums, 
and blogs, but also messaging apps and social media. Investigators need tools to automatically search the deep 
dark web to identify and find links between criminals and various profiles. The collected data should be presented 
in graphs and maps, such as shown below, 


Figure 2 - Cybercrime in 2019 A b 


WEBINT solutions for probing and monitoring 
the dark web successfully 


Untangling criminal networks and following money trails on the dark web is extremely difficult. 

The use of Tor to internet access and cryptocurrencies for payments make criminals almost invisible to law 
enforcement. Standard solutions are not enough. Only with an Al-driven WEBINT solution will investigators get 
the critical clues they need to build their case with behavioral profiles and patterns, connections and links, textual 
analysis, and geospatial identification in real-time. 


The use of dark web monitoring platform powered by Al has become key in helping to detect illegal activities and 
identify criminals on the dark web by employing methodologies such as deep target profiling. 
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to reveal the real identities of virtual personalities, and ultimately reconstruct target profiles by extracting information 
from social networks, web content and more, and reconnecting the pieces. 

These methods, combined with predictive analysis, natural language processing, and the analysis of live data 
sources, enable automated dark web monitoring. This makes it easier for law enforcement agencies to identify and 
stop criminal activities, such as human trafficking, child pornography, trading drugs and weapons, money laundering, 
financing of terrorism, etc. 


To combat this growing crime arena, law enforcement and security agencies need to change the tools that they 
normally use to fight those crimes. Dark web internet monitoring software provides law enforcement officials 
with a proactive, innovative method to help track, identify and put an end to egregious dark web activities. 


Al-Powered WEBINT Solutions for Monitoring The Dark Web 


ombat the growing crime arena that is on the 
change the tools that are commonly used for crim 
WEBINT solution monitor the dark web and provides law enforcement 
officials with a proactive, innovative method to help track, identify and put 


an end to criminal dark web activit 


Udi Levy | Co-founder and fC Technolo} 


The Al-enabled WEBINT solution of Cobwebs enables investigators to probe the dark web by collecting, analyzing, 
-of-the-art web intelligence platform is designed to 


and monitoring data within a tactical timeframe. This state 
expedite web investigation processes. The robust web engine uses sophisticated Al algorithms to analyze collected 
data and provide deep insights in real-time 

Investigators can launch a cybercrime investigation with any small piece of cyber forensic information, such as a 
suspect's name, location, IP address, or image. The collected data from the dark web will be gathered, analyzed, 
and mapped within seconds 

Data is collected from a wide range of data sources, using unconventional and jargon queries. The solution crawls 
and extracts insights for targeted detail discovery and profiling. Critical criminal networks and connections are 
detected, allowing for accessing vital targets on the dark web. 


With Cobwebs Technologies, law enforcement and governmental organizations will be able to probe and monitor 
the dark web, and process the collected data to detect, analyze the results automatically, and use the streamlined, 
automated insights for immediate action. 


About Cobwebs Technologies 


Cobwebs Technologies is a global leader in Web Intelligence providing 
innovative solutions tailored to operational needs of the public and the 
private sectors by identifying threats and generating insights in real-time. 


The Company's advanced artificial intelligence and machine learning 
algorithms deliver powerful threat intelligence by deciphering the 
intricacies of web layers and analyzing the complex details of structured 
and unstructured data. Its web intelligence platform monitors these vast 
sources of data for revealing hidden clues and generating insights for 
intelligence-enhanced security to keep the world safer. 


NSE 


www.cobwebs.com or reach 
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FIGHTING GANG VIOLENCE 
LEVERAGING SOCIAL MEDIA 


White Paper 


Violence in urban and suburban neighborhoods, particularly 
in minority communities and those of limited socioeconomic 
means, has been a concern for decades. With the dominance 
and growing impact of social media, gang violence is now 
instigated through these virtual social spaces, resulting in 
criminal acts such as shootings. Gangs make their mark by 
provoking violence and threats via social media platforms. 
Gang affiliates exploit their online presence to promote gang 
identity and gain notoriety. 


Gang members are extremely active online, leaving 
digital footprints that can be traced and used in criminal 
investigations. This allows law enforcement agencies to 
harness data collected from social media to identify gang 
members and their planned actions to prevent crime. 


In this white paper, you will learn more about: 


* Gang network 

* Gang violence 

* Gangs on social media 

* WEBINT and HUMINT solutions 


| Al | Artificial Intelligence 
| HUMINT | Human Intelligence 


START National Consortium for the Study of Terrorism and 
Responses to Terrorism 


[WEBINT _ [Web Intelligence 


“SOME 33,000 
VIOLENT STREET GANGS, 
MOTORCYCLE GANGS, 
AND PRISON GANGS ARE 
CRIMINALLY ACTIVE IN 
THE U.S. TODAY. MANY 
ARE SOPHISTICATED AND 
WELL ORGANIZED; ALL USE 
VIOLENCE TO CONTROL 
NEIGHBORHOODS AND 
BOOST THEIR ILLEGAL 
MONEY- MAKING 
ACTIVITIES, WHICH 
INCLUDE ROBBERY, DRUG 
AND GUN TRAFFICKING, 
PROSTITUTION AND 
HUMAN TRAFFICKING, 
AND FRAUD. MANY GANG 
MEMBERS CONTINUE TO 
COMMIT CRIMES EVEN 
AFTER BEING SENT TO 
JAIL. 


Federal Bureau of 
Investigation 


GANG NETWORK 


To better understand gang violence, we first need to understand the intricacies of gang 
networks using social network analysis. Utilizing WEBINT tools for reconstructing profiles 
based on data derived from social networks, a gang, its leaders, core members, and 
associates can be visualized for criminal investigations regarding gang violence. Image 

1 below represents such a visualization. The correlation between a gang member and 
locations, names, email addresses, types of drugs (grey icons featuring a syringe with the 
name of the drug next to it), organizations, workplaces, calendars, etc. are mapped. Based 
on this visualization, law enforcement can identify the structure, hierarchy, and main 
activities (in this case the buying, selling, and dealing of drugs). 


In the peer-reviewed journal Crime Law and Social Change, the paper “Technology and_ 


ed the inner workings and dynamics of gangs. The diagram below represents the 
cycle of gang violence. 
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Technological Skills Q5) ` : Status Concems (X34) 
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The cycle of gang violence is often triggered by poverty and institutional racism. Once a 
gang is joined, a gang member gets a sense of belonging and security. Gang members like 
to embrace “Street Culture” and violence as part of their new social status. Combined with 
peer pressure, all this makes at-risk youths especially susceptible to join gangs. Once gangs 
are formed, they start to act and react close to the territories of other gangs, which is a 
fertile ground for escalation of violence. Gangs vary in size, conflict history with other gangs, 
street code, online presence, technological skills, and propensity for violence and crime. The 
reaction to violent acts can be intervention, de-escalation, or retaliation. 


GANGS ON SOCIAL MEDIA 


Overall, social media is playing a primary or secondary role in the radicalization of 
extremists and the mobilization of street gangs. Terrorists use social media platforms 

in various ways, including to consume and spread extremist narratives, create sharable 
content, and/or communicate with like-minded individuals. With the exponential growth of 
social media, user-to-user platforms have become an important factor in the radicalization 
and mobilization of extremists and gang members in recent years. According to a study 

in 2016, the social media use of extremists has grown dramatically since 2005 (START. 
Research Brief), 
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Figure 3 - Social Media Use among U.S. Extremists 2005-2016 
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With social media becoming a venue for publicizing violent attacks by gangs against civilians 
or rival gang members, the online presence of gang members has increased gang crimes. It 
only takes one post, tweet, share, or retweet to instigate a violent crime. 

While social media platforms are boosting their security measures to reduce online hate 
crimes and resulting in gang crimes, law enforcement must cope with online and offline 
gang violence. Police in various cities are taking comprehensive measures and investing 
data-driven solutions to address escalating gang violence triggered by social media. 
Recognizing gang violence online gives law enforcement a chance to tackle active and 
violent gangs. 


Gangs operate in the real world, but also have an extensive social media presence. Social 
media have profoundly changed gang activity in the United States. According to a new 
report, “the Gang Book" by the Chicago Crime Commission, social media often appear to 
amplify and speed up the cycle of aggression and violence. Social media has become a 
rapid vehicle for violence with real consequences. Law enforcement worldwide are now 
paying attention to “cyber banging”. Rival gang members often follow and even friend each 
other on social media to exchange insults. Killed gang members are memorialized online, 
making their deaths fuel for online feuds. Some gangs also use private groups and privacy 
settings on social media platforms for marketing their drugs and firearms. 


Figure 4 shows the main types of drugs that were discussed on social media by e.g., buyers, 
sellers, dealers, and gangs. These data were collected and processed by an Al-powered 
WEBINT solution in real-time. (Cobwebs Technologies) 


Law enforcement officers are looking for innovative technologies that can crunch data on 
social media platforms for getting actionable and intelligent insights. Concrete intelligence 
must be collected and processed from the emerging and evolving activities of gangs on 
social media. Such solutions must provide entity association, hashtag monitoring, facial 
recognition of possible suspects, guidance in correlating one social media user to the next, 
etc. When fighting gangs, human (HUMINT) and artificial (Al) blend together to keep violence 
off the streets and off social media platforms. 


There are thousands of online information sources that can be leveraged for collecting 
data. However, it is often complicated to determine the starting point of a search and 
where relevant data can be found. By using a predictive artificial intelligence program, likely 
perpetrators of violence can be identified by mining and analyzing data collected from 
social media accounts. This real-time monitoring of potential crimes and violence generates 
automated alerts of suspicious or violent activities; these alerts must be issued as soon as 
these happen. 
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To fight gang violence, investigators need to analyze vast volumes of data originating from 
multiple web and social media sources. Content that contributes to the investigations is 
found and accessed online or through real, live individuals. By creating and using avatars 
(virtual agents), investigators can gather data from various open and human sources on the 
web. Intelligence agencies can now collect data from various virtual HUMINT sources online 
using tools to gather intelligence. They can work anonymously thanks to a global proxy 
infrastructure without their cover being blown. The ability to mask themselves provides 

the key to securely browse platforms to extract data such as IP addresses and other key 
identifiers. 


“THE CALL TO ACTION FOR LAW ENFORCEMENT AGENCIES 
THROUGHOUT THE UNITED STATES AND GLOBALLY IS TO MAKE 
THE MOST OF INNOVATIVE TECHNOLOGIES SUCH AS WEBINT Al- 
POWERED PLATFORMS THAT CRUNCH SOCIAL MEDIA PLATFORMS" 
DATA AND CHURN IT OUT INTO ACTIONABLE AND INTELLIGENT 
INSIGHTS. PREVENTION OF VIOLENT CRIME, MURDER, 
DESECRATION OF FAMILIES, NEIGHBORHOODS AND EVEN VIOLENT 
ATTACKS AGAINST YOUTH AND CHILDREN IS NOW POSSIBLE." 


Udi Levy, CEO of Cobwebs Technologies 
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Cobwebs Technologies assists analysts in the creation, management, and maintenance 
of essential information collected by avatars over time. The smart technology supports 
these processes by utilizing worldwide proxy services and adhering to proper intelligence 
methodologies for safe web browsing utilizing advanced automation services. The system 
provides analysts with relevant and critical data in real-time. The Al-powered WEBINT 
platform with machine learning algorithms enables analysts to identify and classify 

gang members and their activities on social media. By analyzing the profile of each gang 
member, investigators were able to understand their social status within the hierarchy 
and structure of the gang, identifying the gang leaders. Through monitoring their profiles 
and activities, the analysts receive live alerts relating to those members’ activities and 
locations. By showing connection types, their relevance to targets, and the nature of 
their relationships, the collected critical data helps to locate targets, and to collect more 
information about each gang member for more in-depth profiling. 


The smart analysis tools integrate all the data mined from various sources and conducts an 
automated and predictive analysis on gang members, connecting all the dots to recognize 
patterns and revealing hidden links to generate even further insights. Similar to traditional 
methods where intelligence operatives gained the trust of their suspect, analysts can 
engage with suspects online to gain their trust and uncover crucial intelligence. Leveraging 
Al and machine-learning algorithms, the WEBINT platform provides advanced virtual 
intelligence capabilities coupled with traditional HUMINT methods to gather all necessary 
information automatically and in real-time. 


ABOUT COBWEBS TECHNOLOGIES 


Cobwebs Technologies is a global leader in Web Intelligence providing innovative solutions 
tailored to operational needs of the public and the private sectors by identifying threats 
and generating insights in real-time. The Company's advanced artificial intelligence and 
machine learning algorithms deliver powerful threat intelligence by deciphering the 
intricacies of web layers and analyzing the complex details of structured and unstructured 
data. Its web intelligence platform monitors these vast sources of data for revealing hidden 
clues and generating insights for intelligence-enhanced security to keep the world safer. 


cobwebs.com 
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WEB INTELLIGENCE INVESTIGATION PLATFORM 
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QUOTATION 


10-8-20 575-G5-A 1 10-08-20 12-31-20 
Cobwebs America Inc Contact 


Bill To - LAPD Ship To - LAPD RHD 

Los Angeles Police Department Los Angeles Police Department 
Robbery Homicide Division Robbery Homicide Division 
Police Administration Building Police Administration Building 


100 West First Street. 
Los Angeles, CA 90012 


100 West First Street 
Los Angeles, CA 90012 


12 
Subscription (SaaS) including: 
5 concurrent Seats / 5 named users 
1200 Searches per month 
600 Analysis requests per month. 
2 concurrent analysis 
20 up to active monitors per system- 
Access to rich surface and deep web. 
sources and advanced search capabilities 


OO — —ázm—————Ht———————————áÀi 
Dark Web Cyber Source and other 1 12 


Enhanced sources - Linkedin, company search, 
Twitter user about, Enhance Mobile sources - 
Snapchat , Corporate search. 


Lynx LYNX - UP to 5 users Proxy, embedded. 1 12 
Tor service, UC Annonomizer, analyst assistant. 


Image — OCR and Objects Extraction Analytics. 1 12 


LL r r R 
Services 1 


* Account setup and user configuration 
e Project Management w/ 2 hours on boarding 
e Helpdesk Monday — Friday 9AM-5PM ET 


Subtotal 
Access to Cobwebs Investigative - Platform. 10 
Training Portal 


Financial Company / Directors Risk Sources 


12 
12 
12 
12 
12 
12 


Webloc Geo location based search Sources 
Additional GOLD concurrent user/seat 
Additional GOLD Tangles named user 
Additional Lynx named user 


Image — Face Processing 
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1. Terms and Conditions 


1.1 Proprietary and confidential information 


Nothing in this Proposal shall be deemed to grant to the Customer and/or End User any rights in patents, copyrights, 
proprietary information and trade secrets in the hardware, licensed software, documentation and services 
(collectively, the Deliverables). Customer and/or the End User shall retain and shall not remove or destroy any 
copyright, trademark, logos or other intellectual property rights legends or notices placed or contained in the 
Deliverables. 


The Terms of this Proposal are confidential and may only be disclosed on a need to know basis, and in any event, 
may not be disclosed to any third party. Customer and End Users are prohibited from disclosing use of the 
Deliverables, names of Cobwebs' tools and technologies, the existence of this agreement or the relationship 
between Customers and End Users and Cobwebs to any third party, without the prior written consent of Cobwebs. 
Customers and End Users affirm that they will not reference Cobwebs (including any Cobwebs tool or technology) 
or use the output of the Deliverables in any judicial, regulatory or other government proceeding or disclose such 
information publicly in any forum, without Cobwebs ' prior written consent. In addition, Customers and End Users 
shall refrain from referencing Cobwebs and any Cobwebs tool or technology in using the Deliverables electronically. 


1.2 Product and software licenses 


The Deliverables, including the licensed software and the documentation are owned by Cobwebs and/or its affiliates 
and/or its suppliers and are protected by patent, trade secrets, trademarks, and copyright laws and international 
treaty provisions. Cobwebs will grant to the End User a limited, non-transferable and non-exclusive license to the 
extent required to use and operate the licensed software pursuant to the Terms of this Proposal. The grant for this 
license is included in the proposed price. 


Restrictions On Use: Neither the Customer nor the End Users shall, without Cobwebs' prior written permission (i) 
use or permit the use of the licensed software and/or the documentation for any purpose or use other than the 
operation of the product supplied by Cobwebs in accordance with its intended use; (ii) transfer, export, resell, ship 
or divert the licensed software and/or the documentation to any third party; (iii) reverse engineer, disassemble, or 
decompile the licensed software in any form or by any means or modify the licensed software or (iv) copy the 
licensed software and/or the documentation. 


All products are provided with a 90-day temporary license. A perpetual license key shall be provided to the End 
User upon completion of payments, and subject to compliance with the Terms of this proposal. 


1.3 Taxes 


The prices in this Proposal do not include any customs, duties, value added tax or any other assessments which may 
be levied by the relevant authorities. Any such amounts, whether withheld at source or otherwise, will be paid by 
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the Customer/End Users. In order to avoid any doubt, in the event that taxes are withheld, then such withholding 
taxes shall be added to the payment due Cobwebs, and the Proposal price shall be grossed up to include such taxes. 


1.4 Limitation of liability 


COBWEBS makes, and Customer and End User receive, no warranties or conditions of any kind, express, implied or 
statutory, related to or arising in any way out of this Agreement, the Services and Deliverables provided pursuant to 
it. COBWEBS specifically disclaims any implied warranty of merchantability, fitness for a particular purpose and non- 
infringement of any third party rights. In no event shall COBWEBS be liable for indirect, consequential or incidental 
damages (including damages for loss of profits, revenue, data or use) arising out of this Agreement or incurred by any 
Customer or End User, whether in an action in contract or tort, even if COBWEBS has been advised of the possibility 
of such damages, COBWEBS maximum amount of liability for damages hereunder shall in no event exceed the amount 
paid by the Customer or End User directly to COBWEBS and nothing else. 


1.5 Operation — product and software 


Use of the Deliverables shall be in accordance with applicable laws and shall be the exclusive province and 
responsibility of Customer and the End Users. Cobwebs will not engage in operation or use of Deliverables on behalf 
of Customer or End Users. Customer and/or End Users shall indemnify Cobwebs and its suppliers for any claims 
made against Cobwebs and/or its suppliers in this regard. To the extent that use of certain aspects of the 
Deliverables, require use of an account and password, Customer and End Users are solely responsible for maintaining 
the confidentiality of the account and password and for restricting access to computers, and agree to accept 
responsibility for all activities that occur under any account or password. Customer may be liable for losses incurred 
by Cobwebs or others due to any unauthorized use of the Deliverables, including any software, services or account. 


1.6 Permits 


It should be the exclusive responsibility of the Customer to obtain any, and all, applicable permits, including but 
not limited to, marketing and export permits, as may be required under applicable export control law. 


1.7 Data Access and Privacy Policy 


Customers and End Users may choose to allow the Deliverables to automatically retrieve data from your system(s) 
or third-party systems, accounts or web sources or services or to call the servers of other websites or services 
solely at the direction of and as a convenience to Customers and End Users (individually or collectively "Third Party 
Sites“), on your behalf and/or you may use the Deliverables to do so, at your direction. Customer and End Users 
agree that all actions taken through the Deliverables are the acts of the Customer and its End Users and not 
Cobwebs. In order to connect the Deliverables to access or retrieve data from any third-party system, services or 
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Third Party Sites, Customer and End Users hereby agree that such connection, access or retrieval shall be done at 
their sole direction and control. 


Customer and End Users represent and warrant that they have all valid, relevant legal authority to carry out search 
activities and online access of your systems or Third-Party Sites, online accounts or other web sources, pursuant to 
relevant law governing their law enforcement or similar governmental role and pursuant to the relevant law 
governing the jurisdiction(s) in which they operate. Customer and End Users represent and warrant that they have 
permission, authority and rights to use the Deliverables to access Third Party Sites, online accounts or other web 
sources and/or to allow automatic access to such system(s), services, Third Party Sites, online accounts or other web 
sources and retrieve data therefrom by indicating the same within the user interface of the Deliverables. Customers 
and End Users represent and warrant that their use of the Deliverables will not violate any relevant terms of service, 
privacy policy, other agreements governing such Third-Party Sites, accounts or web sources, or any express or 
implied communication, request or demand from any third party. Customers and End Users represent and warrant 
that they have the right to access Third Party Sites, online accounts or other web sources pursuant to relevant terms 
of service or other agreements governing such accounts or web sources, or other valid sources of legal authority. 
Any action performed in the Deliverables by the Customer or End Users and/or data storage and/or any possible 
violation of a Third-Party Site's, online account's or other web source's policies or terms are the sole responsibility 
of Customer and its End Users and are acts carried out by Customer and its End Users. Cobwebs disclaims any and 
all liability associated with accessing and retrieving data from such system(s), services, Third Party Sites, accounts or 
web sources. IF AT ANY TIME CUSTOMER DOES NOT HAVE THE RIGHT AND AUTHORITY TO USE THE DELIVERABLES 
TO ACCESS, RETRIEVE DATA OR CONNECT TO OR TO AUTOMATICALLY ACCESS, RETRIEVE DATA OR CONNECT TO 
SUCH SYSTEM(S), SERVICE(S), THIRD PARTY SITES, ACCOUNTS OR WEB SOURCES, THEN CUSTOMER AND END USERS 
HEREBY AGREE TO IMMEDIATELY CEASE USE OF THE DELIVERABLES AND CEASE ACCESS TO SUCH RESOURCES. 


Restrictions on use: Neither the Customer nor the End Users shall, without Cobwebs’ written permission (i) use or 
permit the use of the Deliverables, including the licensed software and/or the documentation, for any purpose or 
use other than the operation of the product supplied by Cobwebs in accordance with its intended use; (ii) divert the 
Deliverables, including the licensed software and/or the documentation, to any third party; (iii) reverse engineer or 
decompile the licensed software in any form or by any means or modify the licensed software or (iv) copy the 
Deliverables, including the licensed software and/or the documentation. 


The Deliverables enable effective searches of open source information from the web. As a policy, Cobwebs doesn't 
intentionally collect or store personal information in its databases for any usage. 


Customer and End Users represent, warrant, and agree that: (a) they have obtained data lawfully, and such data 
does not and will not violate any applicable laws or any person or entity's rights, including such person's privacy, 
proprietary or intellectual property or moral rights; (b) the data is free of all viruses, Trojan horses, and other 
elements that could interrupt or harm the systems or software of Cobwebs; (c) Customer and End Users are solely 
responsible for ensuring compliance with all privacy laws in all jurisdictions that may apply to data accessed, 
collected and/or stored hereunder; and (d) the data complies with the terms of these Terms. For purposes of clarity, 
Cobwebs takes no responsibility and assumes no liability for any data, and Customer and End Users will be solely 
responsible for their data and the consequences of access, collecting, storing, sharing or disclosing it hereunder. 
Cobwebs will not be responsible for any backup, recovery or other steps required to ensure that data is recoverable 
in the case of data loss. Customer and End Users are solely responsible for backing up their data on a regular basis, 
and taking appropriate steps to safeguard and ensure the integrity of their data. 
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1.8 Product and software licenses 


The licensed software and the documentation are owned by Cobwebs and/or its affiliates and/or its suppliers and 
are protected by patent, trade secrets, trademarks, and copyright laws and international treaty provisions. Cobwebs 
will grant to the Customer and its End Users a limited, non-transferable and non-exclusive license to the extent 
required to use and operate it pursuant to the Terms of this Proposal. The grant for this license is included in the 
proposed price. 


1.9 Indemnity 


Customer and End User agree to defend, indemnify and hold harmless COBWEBS (as defined in 44.4) from and 
against any and all claims, damages, obligations, losses, liabilities, costs or debt, and expenses (including but not 
limited to attorney's fees) arising from: (a) Customer's and/or End Users’ modification or misuse of and/or 
improper granting of access to the Deliverables; (b) Customer's or End Users’ violation of any of the terms of this 
Agreement including without limitation, breach of any of the representations and warranties above; (c) Customer's 
and/or End Users’ violation of or data violating any third-party right, including without limitation any right of 
privacy, publicity rights or intellectual property rights; (d) Customer’s and/or End Users’ violation of any law, rule 
or regulation of the United States or any other country; (e) any claim for damages that arise as a result of any of 
Customer's and/or End Users’ data or any other data that are collected or submitted through use of the 
Deliverables; or (f) any other party’s access and use of the Deliverables provided by Customer and/or End Users. 
Cobwebs will have the right to control the defense, settlement, adjustment or compromise of any such claims, 
actions or proceedings by using counsel selected by Cobwebs. Cobwebs will use reasonable efforts to notify 
Customer of any such claims, actions, or proceedings upon becoming aware of the same. 


1.10 Miscellaneous 


Notice and Modifications. Cobwebs may provide Customer and End Users with notices, including those regarding 
changes to Cobwebs terms and conditions, by email, regular mail, or postings on a service through the Deliverables. 
Notice will be deemed given twenty-four (24) hours after email is sent, unless Cobwebs is notified that the email 
address is invalid. Alternatively, Cobwebs may give Customer legal notice by mail to a postal address, if provided by 
Customer. In such case, notice will be deemed given three days after the date of mailing. Notice posted on a service 
through the Deliverables is deemed given five (5) days following the initial posting. Cobwebs reserves the right to 
determine the form and means of providing notifications to Customer and End Users. Cobwebs is not responsible 
for any automatic filtering Customer, End Users or their network providers may apply to email notifications Cobwebs 
sends to the email address provided. Cobwebs may, in its sole discretion, modify or update these Terms from time 
to time, and so Customer and End Users should review this page periodically. Customers' or End Users' continued 
use of the Service after any notice of change constitutes acceptance of the new Terms. If any such revision is 
unacceptable to Customer or End Users, their only remedy is to cease use of Cobwebs Deliverables. If Customer or 
End Users do not agree to any of these terms or any future Terms, do not use or access (or continue to access) the 
Deliverables. 


Waiver. The failure of Cobwebs to exercise or enforce any right or provision of these Terms will not constitute a 


waiver of such right or provision. Any waiver of any provision of these Terms will be effective only if in writing and 
signed by Cobwebs. 
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Severability. If any provision of these Terms is held to be unlawful, void, or for any reason unenforceable, then that 
provision will be limited or eliminated from these Terms to the minimum extent necessary and will not affect the 
validity and enforceability of any remaining provisions; except that in the event of unenforceability of the Jury Trial 
Waiver, the entire arbitration agreement shall be unenforceable. 


Assignment. These Terms and any rights and licenses granted hereunder, may not be transferred or assigned by 
Customer or End Users, but may be assigned by Cobwebs without restriction or any need for authorization from 
Customer. 


Survival. Upon termination of these Terms, any provision which, by its nature or express terms should survive, shall 
survive such termination or expiration. 


Headings. The heading references herein are for convenience only, do not constitute a part of these Terms, and will 
not be deemed to limit or affect any of the provisions hereof. 


Entire Agreement. This, including the agreements incorporated by reference, constitutes the entire agreement 
between you and Cobwebs relating to the subject matter herein and will not be modified except in writing, signed 
by both parties, or by a change made by Cobwebs as set forth in these Terms. 


1.11 Governing Law; Venue; Waiver of Jury Trial 

This Agreement and any dispute of any sort that might arise between the Parties shall be governed by the laws of 
the State of New York without regard to choice of law principles. The federal and state courts located in City, County 
and State of New York shall have the sole and exclusive jurisdiction over any disputes arising under the terms of this 
Agreement. The Parties hereby expressly consent to such exclusive jurisdiction and irrevocably and unconditionally 
waive and agree not to plead or claim in any such court that any such action, suit or proceeding brought in any such 
court has been brought in an inconvenient forum. Each Party waives the right to trial by jury in any action arising 
out of or relating to this Agreement. 
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CASE Preventing Terrorism in Central America 


How Tangles helped an intelligence organization from Central 
STU DY America identify a terrorist threat and prevent a potential attack. 
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Introduction 


Content generated on the web expands on a daily basis. Social 
networks, forums, blogs, andnews sitesarethesource of dataand 
information for everything that takes place in the virtual world. 


The massive amounts of data generated makes it virtually 
impossible for intelligence analysts to track everything 
happening on the web. Gathering, processing, prioritizing and 
taking action on the right piece of data is challenging, and 
it's easy to drown in huge pools of available data from online 
activity. 


Background 


A special unit of a Central American country gathered 
intelligence that offered cause to believe that a multinational 
terrorist organization from the middle east was trying to recruit 
immigrants and locals to carry out attacks on government 
institutions. The attacks were intended as calls to action, 
protesting the country’s support against global terrorism. 

They contacted us for support, and we provided Tangles to 
monitor virtual activity on the web in attempt to identify local 
connections, gather maximal intelligence, and anticipate threat 
of a terror attack. 


Process 


1. Planning & Direction 


à. A plan for the investigation was created. We decided 
to focus on the key social networks used in the country of 
interest: Facebook, Twitter, Instagram and Flickr, as well as 
some local forums associated with suspicious organizations, 
recommended to investigate by the special unit. 

b. Conditions under which data would be monitored, 
considered suspicious or a potential threat were defined by 
area of interest and a specified list of keywords. 

C. Alerts for these conditions were created, and different 
alerts during the time analysis would be conducted were also 
defined in the Tangles system. 


2. Collection & Monitoring 


a. We defined the system to constantly monitor mentioned 
web sources to generate real time information regarding the 
conditions defined in step 1. 


G48 


m in Central America 


5. Conclusion 


5. With the insights extracted in the analyzed information, 
the system identified the potential recruiter, (a local 
connection), who happened to be a religious leader. Our 
conclusions were derived in identifying multiple accounts 
discussing religious extremism, projecting negative 
sentiments against the government, and glorifying events in 
territories conflicted by a terrorist organization. With deep 
analysis of these profiles, we discovered multiple connections 
to this person. We were able to see links between these 
individuals and some of the lead's family members, (not 
related to him directly), while also identifying a common 
religious space in which this religious leader is active. 


b. We also provided information that helped detain some 
of these potential terrorists, which led to the discovery 
of weapons and various materials to build explosives. 


c. Two immigrants originating from the country in which this 
specificterroristgroupishighlyactive, (bothofwhowereresiding 
in the central American country), were also detained. We 
considered the possibility that they were serving as facilitators 
and a link between the two terror groups from both countries. 


d. Prior to reaching these conclusions, analysts had to 
validate data reliability, develop profiles for the various 
persons analyzed, and connect the dots between individual 
pieces of information to decide action items. 


G49 


gk Tangles 


About Cobwebs 
Technologies 


Cobwebs Technologies brings extensive years of vast 
experience in the global intelligence market. 


The company team is comprised of an experienced group 
of individuals from military and intelligence agencies, along 
with high tech expertise. Our extensive background in web 
intelligence, gained through years of active participation 

in field specific projects, allowed us to identify the lack 

of adequate intelligence solutions coping with current 
technological challenges. 


Preventing Terrorism in Central America 


We offer innovative, cutting edge systems to national 
security agencies and private sectors, as our solutions 
pinpoint web relations, criminal activities and terrorist 
threats with the click of a button. Working with clients 
worldwide, Cobwebs assists them with investigations and 
analysis of targeted data with a range of products, from 
robust, end to end solutions, to professional services and 
detailed analyst reports. 


Want to learn more about our web 
intelligence platform and its capabilities? 
Visit: www.cobwebstech.com or contact a 


local sales representative for a demo 
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TECHNOLOGIES 


Product Solution Description 


Sa Tangles LYN: 


Submitted to Los Angeles Police Department, RHD 


October 2020 
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IMPORTANT NOTICE 


COBWEBS Technologies shall bear no responsibility or liability to any person or entity with respect to any type of loss or damage 
caused or alleged to be caused, directly or indirectly, by any COBWEBS product. This includes, but is not limited to, any 
interruption of service, loss of business or anticipatory profits or consequential damage resulting from the use or operation of 
any COBWEBS products. The information contained in this document is subject to change without notice and does not represent 
a commitment on the part of COBWEBS. The systems described in this document may be supplied or licensed under a defined 
agreement with COBWEBS. 

All information included in this document, suchas text, graphics, photos, logos and images, is the exclusive property of COBWEBS 
and protected by international copyright laws. Permission is granted to view and photocopy (or print) materials from this 
document for internal non-commercial use only. Any other copying, distribution, retransmission or modification of the 
information in this document, whether in electronic or hard copy form, without the express prior written permission of COBWEBS, 
is strictly prohibited. If permission is duly obtained to copy, publish or distribute the copyrighted material, no changes in, or 
deletion of, author attribution, trademark legend or copyright notice is allowed. 


All contents of this document are Copyright © 2020 COBWEBS TECHNOLOGIS. All rights reserved. 
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This document contains proprietary and confidential information which isthe exclusive property of Cobwebs. 
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1. Executive Summary 


Cobwebs Technologies is pleased to submit to LAPD, RHD a proposal for our TANGLES & LYNX SaaS 
platform. 
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We provide an end to end SaaS solution, assisting the users during the whole investigation process. From 
finding target leads to performing the analysis of their connections, profiles and locations to the last step 
of target engagement and intelligence extraction. 


There are many use cases of Cobwebs technology for law enforcement in combating major crimes, violent 
crimes, drug & human trafficking, counterterrorism, cybercrime, public opinion and politics related. Aside 
from traditional use cases, Cobwebs Web Intelligence platform is also great tool for investigation and 
intelligence across other types of cases while allowing for the easy exchange cross agencies or inter 
department. 


Cobwebs is certain that this system will help LAPD to handle suspicious targets more efficiently. They will 
be able to prevent entry of any such suspects with all information pre-analyzed and available to them 
even before suspects arrive at various locations and or events. 


Cobwebs is pleased to present this proposal while considering your requirements to the best of our 
understanding. We look forward to having ongoing discussions. 


Thank you for your considerations. 
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1.1 Tackling WEBINT Challenges 


Tactical Web Intelligence 

The past two decades have seen the World Wide Web grow and expand at an incredible rate in terms of 
accessibility, availability and volume. The internet holds vast amounts of information about people, 
places, enterprises and organizations. In recent years, social networks have taken a key position in the 
flow of information across the web and around the globe. 


The vastspread of social media and internet related applications has become a major tool used bycivilians 
and criminals alike. Terrorists and other groups exploit the easy worldwide access to spread their agenda, 
cause incitement, recruit members and connect to other targets and groups. 


In essence, the internet has been transformed into the most up-to-date open source of information, 
making it one that can no longer be neglected by any intelligence organization. The usage of web 
intelligence has become a crucial part of investigations. Open source web data can provide valuable 
operational information for extracting target-oriented and public-related intelligence, making Internet 
monitoring critical to an investigation workflow. 


Tactical web intelligence is a new and advanced field of intelligence, one which provides information 


about current incidents and targets instantly. It can be generally explained as extracting targeted 
information from big data. 
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RFI Response TANGLES: ENTERPRISE PROFILING SYSTEM 


1.2 About Cobwebs Technologies 


Cobwebs Technologies delivers decades of experience in the global intelligence market. Our team of 
experts is comprised of leading military and intelligence minds, with a niche expertise in the web 
intelligence sphere from our years of active involvement in industry-related projects. Field and practical 
experience, combined with a proven track record of successfully integrating into collaborative projects, 
have collectively led us to identify inadequacies in intelligence solutions. We specifically noticed that 
today's intelligence solutions often present challenges coping with current technological and operational 
obstacles with efficiency. 


COBWEBS 
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RFI Response TANGLES: ENTERPRISE PROFILING SYSTEM 


1.3 Recent Awards 


Based on its recent analysis of the global artificial intelligence (Al)-powered 
Web intelligence market, Frost & Sullivan recognizes Cobwebs 
Technologies with the 2020 Global Technology Innovation Award for 
leveraging machine learning (ML) and Al-powered analytics to develop 
industry-leading Web intelligence solutions. Our unique game-changing 
solutions empower organizations to search, and analyze information across 
the open, deep, and dark Webs to solve cases quickly, identify new threats and 
prevent incidents. The technology enables clients to search single leads and 
develop case investigations with information gathered from multiple sources, 
increasing security analyst teams’ productivity. 


“Cobwebs integrates its solution with streamlined Al and ML analytics algorithms that help 
law enforcement agencies and other clients to scan myriad data sources based on operator-provided search terms. It displays 
any relevant information through an intuitive user dashboard, allowing organizations to build reports or suspect cases rapidly," 


said Danielle VanZandt, Industry Analyst at Frost & Sullivan. 
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7.3 Client Workstations or PC 


Tangles supports multiple concurrent client workstations. This architecture provides the security 
operations with the flexibility to install Tangles client workstations anywhere within the enterprise. The 


client application is web based and doesn't require installation on the LAPD computers / laptops. The 
customer will access the server via defined URL/IP and using his credentials. 
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7.4 Tangles Client Requirements 


The table below details a typical hardware configuration for a user’s desktop. 


Component Requirement 


CPU Intel Core i5 Quad Core 2.8 GHz or higher with 8 MB L3 Cache 
or higher 
| Memory | 8 GB RAM minimum 
f T 
Hard disk 256GB Solid State Drive (PCle recommended) 


40GB of free space on the hard drive 
Drive | DVD drive 


f t 
Display At least one 22" or larger monitor is required, two monitors 
or more are recommended. 


Each monitor should support a minimal resolution of 1280 x 
1024 pixels. 


f f 
; Display Adapter An OpenGL 2.1 compliant PCI Express x16 video adapter with a 
minimum of 1024 MB RAM, by NVIDIA or ATi. 


Depending on the number of screens and connectivity type, 
support for Mutltiple SVGA / DVI outputs are encouraged. 


Alternatively, it is possible to install two identical display 
adapters, each supporting 2 SVGA / DVI outputs - as long both 
adapters are the same make and model and conform to the 
above specifications. Recommended card for 2D: NVIDIA* 
NVS™ 510 or NVDIA Quadro 


2000 series 


NOTE: NVIDIA video cards are recommended for optimal 
display with Keylines Graphs. 
I T 
Network Adapter 2*1 Gbps 


Other Keyboard and mouse, or compatible pointing device 


Table 4: Tangles Client Hardware Requirements 
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7.5 Tangles Client Software Requirements 


= Microsoft Windows 7, 8.1 Professional 64-bit, or 10.0 Professional 64-bit 
= Chrome Browser Version 49+ 
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WEB INTELLIGENCE 


AUTOMATE YOUR 
INVESTIGATIONS 


. IDENTIFY T 
LIN REAL-T 


Cobwebs Technologies powerful web 
intelligence platform monitors online 
activity, collects and analyzes data from 
endless digital channels — from open, deep 
and dark web, to mobile and social. 


Our research and development are 
primarily focused on Artificial Intelligence 
(Al) technologies, harnessed to extract 
relevant intelligence from big data using 
automation. 


Our Al-powered engine automatically 
monitors data in any specified geographic 


location, eliminating risks and shedding light 
on the darkest online & real-life threats while 


meeting organizational and industry needs. 


Cobwebs’ platform assists analysts in 
identifying new targets, while uncovering 
potential profiles and groups across the web 
using automated, advanced search 
capabilities. 


Users gain deep insights and substantial 
intelligence, including locations, context, 
internal relations, group structures, 
hierarchies, and more. 


Reveal targets and collect real-time 
intelligence with our non-intrusive methods 
for expedited results and efficacy. 


OUR 
PLATFORM 


Cobwebs’ solutions were designed by our intelligence and security experts 
as vital tools for the collection and analysis of data from open source, deep 
and dark web, social media, and blogs. Our exclusive technology extracts 
targeted intelligence from big data using the latest machine learning 
algorithms, automatically generating intelligent insights. 


Designed to meticulously race through and scan the web's endless digital 


channels, our solution analyzes huge sums of data to help you protect your 
public 


STREAMLINED ARTIFICIAL INTELLIGENCE 


Our exclusive technology extracts targeted intelligence from the web's big 
data using the latest machine learning algorithms, automatically generating 
critical insights 


Live Data Automated Predictive Natural Pattern Deep Image 
Extraction Insights Analysis Language Recognition ^ Analysis 
Processing 
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BENEFITS 


DISCOVE 
TARGETS 
INFORMATION 


CREATE 


WEB 
PROFILES 


EXTRACT 
LOCATIONS 


REVEAL 
CONNECTIONS 
AND 
INTERESTS 


GAIN 
SITUATIONAL 
AWARENESS 


PREDICT 
EVENTS 


GET 
ALERTS 


Our robust engine lets analysts search for people 
and keywords to evaluate and monitor forums and 
markets. Triggering real-time alerts, 

our platform powers the discovery of malicious 
activities, individual actors, and their social relations. 


Automatically generate an accurate web profile 
based on web presence from the open, deep and 
dark web. Reveal targets and collect real-time 
intelligence with our non-intrusive methods for 
expedited results and efficacy. 


Track web activities based on locations, from any 
device and a wide range of web applications. 
Reveal all the relevant locations the target is 
associated with according to posts, check-in's, 
places mentioned, friends addresses and more 


Extract and analyze targets’ and groups’ social 
connections from profiles and pages with our 
automated technology. Use our platform's centrality 
measures and evaluate the strength of connections, 
along with influencing nodes to identify social 
communities and gain critical operational insights. 


Gain unmatched situational awareness 
in real-time, with Cobwebs vigilantly 
monitoring open, deep and dark web 
information sources. 


Our leading artificial intelligence algorithms conduct 
statistical calculations with acquired data models, 
offering predictive insights, like deviations in profile 
activities, changes in sentiment and other anomalies 


The solution evaluates and calculates various 
inputs, triggering relevant alerts that pop up 
when critical information is detected. 
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THE NEXT 
LEVEL OF 
INVESTIGATIONS 


SEARCH 


Search any word or phrase and gain intelligent 
insights. Our worldwide web monitoring 
technology connects users to thousands of 
sources to stay ahead of criminals, supporting end- 
to-end, full web spectrum investigations 


AN LYSE 


With the click of a button, the system retrieves data 
from various sources. Following their analysis, the 
solution extracts vital, intelligent insights, with 
takeaways visualized in charts, graphs and more 


» Geospatial Analysis 

» Demographic Breakdown 

» Natural Language Processing 
» Visual Link Analysis 

» Key Targets Extraction 

» Artificial Intelligence Analysis 


MONITOR 


Set up criteria tailored to your precise needs for 
real-time data collection that's actionable. 


WORLDWIDE PRESENCE 


With our solution deployed worldwide, 
Cobwebs is making the online and offline 
world a smarter and safer place. 

Our Al-driven solution is implemented and 
adopted by leading law enforcement and 
national security agencies, critical 
infrastructure brands, financial services 
and other sectors. 


ABOUT 


Cobwebs Technologies’ advanced 
artificial intelligence and machine learn! 
algorithms deliver powerful web 
intelligence. We decipher the intricacies 


of web layers by analyzing the complex 
details of structured and unstructured 
data. 


Our web intelligence platform monitors 
these vast sources of data to reveal 
hidden leads and generate insights. 
Covertly uncover and interact with the 
internet's never-ending trail of clues and 
gain intelligence-enhanced security 

for a safer world. 
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WEB INTELLIGENCE 


AUTOMATE YOUR 
INVESTIGATIONS 


. IDENTIFY T 
LIN REAL-T 


Cobwebs Technologies powerful web 
intelligence platform monitors online 
activity, collects and analyzes data from 
endless digital channels — from open, deep 
and dark web, to mobile and social. 


Our research and development are 
primarily focused on Artificial Intelligence 
(Al) technologies, harnessed to extract 
relevant intelligence from big data using 
automation. 


Our Al-powered engine automatically 
monitors data in any specified geographic 


location, eliminating risks and shedding light 
on the darkest online & real-life threats while 


meeting organizational and industry needs. 


Cobwebs’ platform assists analysts in 
identifying new targets, while uncovering 
potential profiles and groups across the web 
using automated, advanced search 
capabilities. 


Users gain deep insights and substantial 
intelligence, including locations, context, 
internal relations, group structures, 
hierarchies, and more. 


Reveal targets and collect real-time 
intelligence with our non-intrusive methods 
for expedited results and efficacy. 


OUR 
PLATFORM 


Cobwebs’ solutions were designed by our intelligence and security experts 
as vital tools for the collection and analysis of data from open source, deep 
and dark web, social media, and blogs. Our exclusive technology extracts 
targeted intelligence from big data using the latest machine learning 
algorithms, automatically generating intelligent insights. 


Designed to meticulously race through and scan the web's endless digital 


channels, our solution analyzes huge sums of data to help you protect your 
public 


STREAMLINED ARTIFICIAL INTELLIGENCE 


Our exclusive technology extracts targeted intelligence from the web's big 
data using the latest machine learning algorithms, automatically generating 
critical insights 
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Our robust engine lets analysts search for people 
and keywords to evaluate and monitor forums and 
markets. Triggering real-time alerts, 

our platform powers the discovery of malicious 
activities, individual actors, and their social relations. 


Automatically generate an accurate web profile 
based on web presence from the open, deep and 
dark web. Reveal targets and collect real-time 
intelligence with our non-intrusive methods for 
expedited results and efficacy. 


Track web activities based on locations, from any 
device and a wide range of web applications. 
Reveal all the relevant locations the target is 
associated with according to posts, check-in's, 
places mentioned, friends addresses and more 


Extract and analyze targets’ and groups’ social 
connections from profiles and pages with our 
automated technology. Use our platform's centrality 
measures and evaluate the strength of connections, 
along with influencing nodes to identify social 
communities and gain critical operational insights. 


Gain unmatched situational awareness 
in real-time, with Cobwebs vigilantly 
monitoring open, deep and dark web 
information sources. 


Our leading artificial intelligence algorithms conduct 
statistical calculations with acquired data models, 
offering predictive insights, like deviations in profile 
activities, changes in sentiment and other anomalies 


The solution evaluates and calculates various 
inputs, triggering relevant alerts that pop up 
when critical information is detected. 
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THE NEXT 
LEVEL OF 
INVESTIGATIONS 


SEARCH 


Search any word or phrase and gain intelligent 
insights. Our worldwide web monitoring 
technology connects users to thousands of 
sources to stay ahead of criminals, supporting end- 
to-end, full web spectrum investigations 


AN LYSE 


With the click of a button, the system retrieves data 
from various sources. Following their analysis, the 
solution extracts vital, intelligent insights, with 
takeaways visualized in charts, graphs and more 


» Geospatial Analysis 

» Demographic Breakdown 

» Natural Language Processing 
» Visual Link Analysis 

» Key Targets Extraction 

» Artificial Intelligence Analysis 


MONITOR 


Set up criteria tailored to your precise needs for 
real-time data collection that's actionable. 


WORLDWIDE PRESENCE 


With our solution deployed worldwide, 
Cobwebs is making the online and offline 
world a smarter and safer place. 

Our Al-driven solution is implemented and 
adopted by leading law enforcement and 
national security agencies, critical 
infrastructure brands, financial services 
and other sectors. 


ABOUT 


Cobwebs Technologies’ advanced 
artificial intelligence and machine learn! 
algorithms deliver powerful web 
intelligence. We decipher the intricacies 


of web layers by analyzing the complex 
details of structured and unstructured 
data. 


Our web intelligence platform monitors 
these vast sources of data to reveal 
hidden leads and generate insights. 
Covertly uncover and interact with the 
internet's never-ending trail of clues and 
gain intelligence-enhanced security 

for a safer world. 


cobwebs.com E 
Blinfoacobwebs.com E] Ð CO BWE BS 


From: Cobwebs Technologies <noreply@cobwebs.com> 


Sent: Sunday, December 27, 2020 10:11 PM 

To: Steven Ramos 

Subject: December Web Intelligence News and Updates 
Categories: responsive 


his email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 
is safe. 


View this email in your browser 


December 2020 Newsletter 


"ASTORS' nominations are evaluated on their 
technical innovation, interoperability, specific impact 
within the category, the overall impact to the industry 
relatability to other industry technologies, and 
application feasibility outside of the industry. 
concluded Tammy Waitt, co-founder and editorial 


director of American Security Today 


New Version Release 


Our new version is out! It includes new features such as: 


* Enhancing threats monitoring capabilities - infinite scrolling, locations monitoring 
* Alerts improvements, activity logs filtering, and target card enhancements 

* Advanced search results exports, custom reports, translations, and scoring 

* Various graph enhancements - cliques management, nodes distance matching 
* Documents processing, places search and new media analysis capabilities 


a 


Criminal Investigations Using Cobwebs' WEBINT 
Platform 


Cobwebs' platform assists analysts in identifying threat actors while uncovering potential profiles and groups 
across the web using automated advanced search capabilities. Users gain deep insights and substantial 
intelligence, including locations, context, internal relations, group structures, hierarchies, and more. Reveal 


threat actors and collect real-time intelligence with our non-intrusive methods for expedited results and efficacy. 


Watch the Video 


Web Intelligence Executive Overview 


IE: 
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Learn about the 360-degree view for rapid command-level decision making with Cobwebs web intelligence 
solutions for neutralizing terror factions, cyber threats, and managing natural disasters. National security and 
Law enforcement agencies can now instantly identify violent extremism, terrorism financing, maritime 


smuggling, cyber warfare, and immediate threats to assets domestically and abroad. 


Watch the Video 


Articles 


EJ 


a & 


For Cyber Attribution, a WEBINT Fighting Organized Crime with Al 
Solution is a Must Cyber Forensics 
Read the article Read the article 


B EJ 


How Digital Risk Protection Using Social Media to benefit Global Security 
Can Protect Your Brand Operations Centers 
Read the article Read the article 
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About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for deep, 
tomated web investigations. Extract critical, intelligent insights with ease and efficiency from 
numerous internet sources. Our platform is designed by security and intelligence experts, enabling 


insightful solutions to our customers. 


Manage your profile 


Report this email as junk 
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From: Cobwebs Technologies <info@cobwebs.com> 
Sent: ‘Sunday, December 20, 2020 11:25 PM 

To: Donald Graham 

Subject: Holiday Greeting from Cobwebs Technologies 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 
is safe. 
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From: Cobwebs Technologies - Eyal Bachar <info@cobwebs.com> 


Sent: Thursday, December 3, 2020 5:03 AM 

To: 

Subject: Free Webinar: The Psychology of Analysis from a Web Intelligence Perspective 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


is safe. 


a 


The Psychology of Analysis from a Web Intelligence Perspective 


Please join us for our December 10th PRESENTERS 


webinar where we will discuss practical 


tools to overcome psychological biases [E 


and heuristics when performing intelligence Johnmichael O'Hare 


analysis. These tools will help analysts USA Sales Manager 
improve their reports and enable them to M 
deal with complexity in decision making [y Co-Host 

. .. Stephen Lerner — 


We will then showcase how Cobwebs Wenilnteiigence, Analyst 
Technologies’ OSINT platform can help 
analysts overcome some of these biases 


when performing open and deep web *The session will run for approximately 
45 minutes followed by Q&A online session. 
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investigations. This session will run for 
approximately 45 minutes, followed by an 
online Q&A session. 


When: Thursday, December 10, 2020 12:00 PM 
Time: 10:00AM GMT Time 
Duration: 45 minutes 


EJE 


Unsubscribe 
Manage your profile 
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From: Maurice Kwon 


Sent: Tuesday, December 1, 2020 11:54 AM 
To: James Rowley 

Subject: Re: Happy Thanksgiving 
Categories: responsive 


Hey James, happy late Thanksgiving! | hope you were able to get some time off to enjoy with the family. BTW, | was cleaing my work area the 
other day and found a small Blacklight notebook that | think you forgot the last time you were here. The next time we meet, I'll make sure you get 
it back. 


Thank You, 


Detective Il M. Kwon #37395 

Digital Forensic Supervisor 

Los Angeles Regional Internet Crimes Against Children Task Force 
Los Angeles Police Department 

501 West Ocean Suite 7200 

Long Beach, California 90802 

Direct: 

37395 @lapd.online 


From: James Rowley 

Sent: Wednesday, November 25, 2020 7:15 AM 
To: Maurice Kwon <37395@lapd.online> 
Subject: Happy Thanksgiving 


is email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 
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Look forward to working with you and continued success in the coming year. 


Let’s catch up here soon. 
Thanks, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


E COBWEBS 


From: Maurice Kwon <37395@lapd.online> 

Sent: Friday, May 8, 2020 8:51 PM 

To: James Rowley < > 
Subject: Re: James Rowley Update - Cobwebs Technologies 


Hey Jim, no problem, I'll check it out. 


Thank You, 


G84 


Detective Il M. Kwon #37395 

Digital Forensic Supervisor 

Los Angeles Regional Internet Crimes Against Children Task Force 
Los Angeles Police Department 

501 West Ocean Suite 7200 

Long Beach, California 90802 

Direct: INNEN 

37395 @lapd.online 


From: James Rowley 

Sent: Friday, May 8, 2020 2:09 PM 

To: Maurice Kwon «37395 8j lapd.online» 

Subject: RE: James Rowley Update - Cobwebs Technologies 


Resending 


Thanks for reaching out this week, even if it was on Blackbag- 
Have a good weekend. 
Regards, 


Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


3j COBWEBS 


G85 


From: James Rowley 
Sent: Monday, February 17, 2020 8:38 AM 


To: 37395 @lapd.online 

Subject: James Rowley Update - Cobwebs Technologies 

Good Morning Mo, 

| hope this email finds you well. | wanted to reach out and let you know that | have recently joined Cobwebs Technologies. Our OSNIT platform is a powerful 
web intelligence software that continuously analyzes online activity, collects and analyzes data from endless digital intelligence from the open, deep, and dark 
web. 

Attached here is an overview of the software, please take a look when you have a few minutes. | realize you may not be the correct person who handles the 
OSNIT/web intelligence as part of investigations, so if you can pass this on | would greatly appreciate it. Either way, | would stay in touch and still potentially to 
show you the software solution via webinar or during the Techno Security show next month. It does some pretty amazing things. 


| look forward to hearing back from you soon. 


Best regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 
Website www.cobwebs.com 


COBWEBS 


Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla 


San Diego, CA 
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From: James Rowley 


Sent: Wednesday, November 25, 2020 7:16 AM 
To: Maurice Kwon 

Subject: Happy Thanksgiving 

Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Hi Mo- 


Y. than ks givin y 


Look forward to working with you and continued success in the coming year. 


Let’s catch up here soon. 


Thanks, 
Jim 


Jim Rowley | Director, Sales & Business Development 
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Website www.cobwebs.com 
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From: Maurice Kwon «37395 @lapd.online> 

Sent: Friday, May 8, 2020 8:51 PM 

To: James Rowley 

Subject: Re: James Rowley Update - Cobwebs Technologies 


Hey Jim, no problem, I'll check it out. 


Thank You, 


Detective Il M. Kwon #37395 

Digital Forensic Supervisor 

Los Angeles Regional Internet Crimes Against Children Task Force 
Los Angeles Police Department 

501 West Ocean Suite 7200 

Long Beach, California 90802 

Direct: MN 

37395 @lapd.online 


From: James Rowley 

Sent: Friday, May 8, 2020 2:09 PM 

To: Maurice Kwon «37395 @lapd.online> 

Subject: RE: James Rowley Update - Cobwebs Technologies 
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Resending 
Thanks for reaching out this week, even if it was on Blackbag- 
Have a good weekend. 
Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 
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From: James Rowley 
Sent: Monday, February 17, 2020 8:38 AM 
To: 37395 @lapd.online 


Subject: James Rowley Update - Cobwebs Technologies 

Good Morning Mo, 

| hope this email finds you well. | wanted to reach out and let you know that | have recently joined Cobwebs Technologies. Our OSNIT platform is a powerful 
web intelligence software that continuously analyzes online activity, collects and analyzes data from endless digital intelligence from the open, deep, and dark 
web. 

Attached here is an overview of the software, please take a look when you have a few minutes. | realize you may not be the correct person who handles the 
OSNIT/web intelligence as part of investigations, so if you can pass this on | would greatly appreciate it. Either way, | would stay in touch and still potentially to 
show you the software solution via webinar or during the Techno Security show next month. It does some pretty amazing things. 


| look forward to hearing back from you soon. 


Best regards, 
Jim Rowley 
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Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 
el COBWEBS 


Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: Cobwebs Technologies <noreply@cobwebs.com> 


Sent: Friday, October 23, 2020 11:44 PM 

To: Patricia Sandoval 

Subject: October Web Intelligence News and Updates 
Categories: responsive 


ATTENTION his email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 
s safe. 


October 2020 Newslett 


We are proud to announce that Cobwebs 
Technologies was recognized by Frost & 
Sullivan for our Global Al-Powered Web 
Intelligence Technology in the web intelligence 
industry. In the award write-up, you can learn 
how Frost & Sullivan determined that our 
technology stood out and deserved to win the 
award. 


Location Intelligence Platform: Webloc 


With enormous amounts of location-based data in the intricate web eco-system, our customers 
can benefit from geolocated intelligence in the palm of their hands. Our cutting-edge location 


solution automatically reveals and analyzes location-based data using interactive maps 


Martes 27 de octubre de 2020 @ 1000 EDT 


Duración: 60 Minutos Anfitrión : Ing. Isaac Hop 
Cohen / COBWEBS TECNOLOGIES 
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COBWEBS, Director de Ventas y Pre-Ventas 
para Latinoamérica 


Wednesday, October 28, 2020 1:00 pm EDT 
(New York, GMT-04:00) 


Duration: 45 minutes Presented by: Lieutenant 
Johnmichael O'Hare and Co Host — Stephen 
lerner, COBWEBS Senior Analyst 


Articles 


z H 


Using Visual Intelligence In Criminal Deep web sources for Law 
Investigations Enforcement Agencies as part of 


OSINT investigations 
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After the ‘FinCEN Files’, Cobwebs How Police Departments Can Use 
Technologies Provides WEBINT to Cobwebs’ Al-Based Tool for Their 
Safeguard Reputation Investigations 
Read the article Read the article 


Market News 


Bc | a 
Tracking the Shifting Shape of Far-Right Political ‘It is serious and intense’: white supremacist domestic 
Violence terror threat looms large in US 
Read the article 
BC | al 
The Trump Administration Is Committed to Combating UK exposes series of Russian cyber attacks against 
Human Trafficking and Protecting The Innocent Olympic and Paralympic Games 


Read the article 
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ad the article 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for deep, 
automated web investigations. Extract critical, intelligent insights with ease and efficiency from 


numerous internet sources. Our platform is designed by security and intelligence experts, enabling 


insightful solutions to our customers. 


Manage your profile 
Report this email as junk 


Cobwebs Technologies <info@cobwebs.com> 

Tuesday, October 13, 2020 7:27 AM 

Charles Moreno 

Webinar: Radical Civil Unrest: Organizational Foundations and Intelligence from the Deep Web 


responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


is safe. 


View this email in your browser 


Radical Civil Unrest: Organizational Foundations 


and Intelligence from the Deep Web 


October 28, 2020 1:00pm EDT 


In our upcoming October 28th webinar, we will discuss how radical civil 
unrest is woven thru the fabric of the deep web. We will cover topics, 
such as but not limited to Doxing, a threat to government symbols and 
structures, organized and potentially violent networks discovery, and 
post-incident investigation. The session will run for approximately 30 
minutes followed by Q&A online session. 
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Presenters: Former Lieutenant Johnmichael O’Hare and Stephen 


Lerner, Senior Analyst 


Save My Spot! 


E] 


Host - Lieutenant Johnmichael O'Hare retired from the Hartford Police (CT) in 2018. In 2013 Lt. 
O'Hare was tasked with creating the Capitol City Command Center (C4) a Real Time Intelligence 
Center that has grown into a regional hub for Intelligence and is utilized by local, state, and federal 
agencies alike. Co Host - Stephen lerner, COBWEBS Senior Analyst. 


EINE 


Unsubscribe from future mailinas 
Manage your profile 
Report this email as junk 


G97 


From: James Rowley 


Sent: Thursday, October 8, 2020 5:27 PM 

To: 

Subject: ‘Cobwebs quote and sole source letter for LAPD RHD 

Attachments: LAPD RHDs Cobwebs Tangles GOLD Quote 575-G5A rev1.pdf; Sole Source LAPD- Cobwebs Technologies 10-08-20.pdf; webloc datasheet v1.pdf; General - Tangles Lynx 


- Product Solution Description for LAPD.pdf 


Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Good Evening | 


Good talking with you earlier today. Here is the discussed 5-seat quote and other documentation. Let’s talk once you have 
had a chance to review it tomorrow- | need to integrate Webloc into the main document, however it is an optional 
component and have an extra doc on it included here as well. 


Thanks, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 
fij COBWEBS 
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From: =a 


Sent: Thursday, October 8, 2020 11:51 AM 
To: James Rowley 

Subject: UASI priorities 2021 

Categories: responsive 


“There are four national priorities that Homeland Security Grant Program (HSGP) has identified: 
1. Enhancing cybersecurity (including election security); 
2. Enhancing the protection of soft targets/crowded places (including election security); 
3. Enhancing information and intelligence sharing and cooperation with federal agencies; and 
4. Addressing emerging threats (e.g. transnational criminal organizations, weapons of mass destruction [WMD], unmanned aerial systems [UAS], etc.)" 


Thank you! 


V/R, 


EE, NE 
LAPD Robbery-Homicide Di' 
Website: click here 

(213) 486-6850 office 


EE oil 


ion 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or (raw/draft or analyzed/finished) intelligence in nature, information pertaining to security operations, and/or other legally 
privileged information. This information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of 
the intended recipient(s). It is to be controlled, stored, handled, transmitted, distr buted, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the 
media, foreign nationals, or other personnel who do not have a valid "right/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection 
purposes. Unauthorized interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California 
Electronic Communications Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such 
material that may be included herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control 
(ORCON)/third-party agency permission rules apply. 
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From: =a 

Sent: Thursday, October 8, 2020 11:32 AM 
To: James Rowley 

Subject: RE: Checking in 

Categories: responsive 

Hi Jim, 


How are you doing? Still crazy busy over here. | apologize for the short notice, but | wanted to see if you could send me a quote for 5 licenses/cloud-based and 
I’m going to try and push it through as a UASI grant request next week. Also, any white papers you may have. Unfortunately | won't have much time to devote to 
this process with everything going on, but I'd at least like to put it on our decision makers’ radar. 


Thanks much, 


xS [emu 
LAPD Robbery-Homicide Di' 
Website: click here 

(213) 486-6850 office 


ES oil 


ion 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or (raw/draft or analyzed/finished) intelligence in nature, information pertaining to security operations, and/or other legally 
privileged information. This information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of 
the intended recipient(s). It is to be controlled, stored, handled, transmitted, distr buted, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the 
media, foreign nationals, or other personnel who do not have a valid "right/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection 
purposes. Unauthorized interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California 
Electronic Communications Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such 
material that may be included herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control 
(ORCON)/third-party agency permission rules apply. 


From: James Rowley 

Sent: Wednesday, September 23, 2020 5:29 PM 
To: MERE <i > 

Subject: Checking in 
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ATTENTION: This email originated outside o: Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


How are you? Staying busy here- 
| might be in downtown LA on Friday morning, and if so wanted to see if you might be around as well? 
If not, maybe we can catch up via phone here soon and touch base- Please let me know what works best for you. 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


i COB WEBS 
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From: James Rowley 

Sent: Thursday, October 8, 2020 10:44 AM 

To: 

Subject: Geo Signal source investigation methodology recording link 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


"c MN 


Looking for your webinar feedback after you watch it, here is the link and password. 


This password will only be valid until the end of October. It is about 35min in length. 


Topic Access Code 
Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


ij COBWEBS 


G102 


From: James Rowley 


Sent: ‘Tuesday, October 6, 2020 9:40 AM 

To: ER rsen, Sean J. (LA) (OGA) 
Subject: webinar invite on Geo signals 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Webinar Invite URL: 
Geo Signal source investigation methodology 


Webinar is tomorrow, please register for it today! 


PS 
We have the LA DA office kicking off a POC today using Tangles. 


Hope all is well with each of you- 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


Bil COBWEBS 
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From: Cobwebs Technologies 


Sent: Monday, September 28, 2020 10:45 PM 

To: Luis Topete 

Subject: Webinar: Geo Signal Source Investigation Methodology 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


is safe. 


View this email in your browser 


Geo Signal Source Investigation Methodology 


October 7, 2020 1:00 PM EST *t 


In our upcoming October 7th webinar, we will cover in depth Geo\GPS 
grade signals investigation flow in conjunction with deep web data for 
identity resolution. The session will run for approximately 30 minutes 
followed by Q&A online session. 


Presenter: Lieutenant Johnmichael O'Hare 


G104 


IE 


Lieutenant Johnmichael O'Hare retired from the Hartford Police (CT) in 2018.. He began his career 


in the patrol ranks elevating through proactive street crimes unit that specifically attacked narcotics 
and firearms violence in some of the city's most violent neighborhoods. He was promoted to Police 
Detective in 2009 and spent several years as the Gang Intelligence Officer for the Department. He 
has received many commendations for actions taken in the field up to and including the 
Department's highest award, the Chiefs Medal of Valor. 


EEE 


Unsubscribe from future mailings 
Manage your profile 
Report this email as junk 
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From: James Rowley 


Sent: Wednesday, September 23, 2020 5:29 PM 
To: 

Subject: Checking in 

Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


"ev NN 


How are you? Staying busy here- 


| might be in downtown LA on Friday morning, and if so wanted to see if you might be around as well? 


If not, maybe we can catch up via phone here soon and touch base- Please let me know what works best for you. 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


EB Cos wEss 
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From: 
Sent: 
To: 
Subject: 


Categories: 


Cobwebs Technologies <noreply@cobwebs.com> 
Monday, September 21, 2020 6:19 AM 

Charles Moreno 

September Web Intelligence News and Updates 


responsive 


September 2020 Newsletter 


We are proud to announce Cobwebs Technologies' new Web Intelligence Training Center! 


Our online training center offers our customers a suite of tools to augment their training from 
any remote work environment. 


Designed by vast knowledge and experience of Cobwebs’ web intelligence professionals, our 
certificate training programs ensure knowledge delivery and up-to-date uses cases, addressing 
each organization’s unique operational requirements 


Network Monitoring to Predict Threats 


Stay Ahead of Threats and Ga curity. Law enforcement agencies 


Real-time Intelligence and 
have begun to use web monitoring services in order to identify potential threats such as school 
shooters and terrorists, using both readily available public data. Data-driven media monitoring 


services can provide critical insights to authorities to monitor, track and analyze online activity on 


all levels of the internet, including th nd dark web in o discover new 


and leads to optimize their in 


( RedserNow September 23, 1:00 PM EDT 
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In our upcoming September Webinar, we will 
cover in-depth a few of the most underutilized 
but increasingly important deep web sources 


for Law Enforcement Agencies apart of OSINT 


investigations such as Discord, Telegram, IRC, 


and others. 


We are proud to have had the opportunity to 
support George Washington University Cyber 
Program in partnership with The Economic and 
Trade Mission at the Embassy of Israel to the 
U.S. and CSFI., and to have taken take part in 
this distinguished panel to discuss the 
challenges regarding Deception, Cyberspace 
Operations, Election Tampering & more. 


a 


Providing Thr 


Right Pe 


Read the arti 


Read the article 


Catching Criminals With Social Media 


Read the article 


Threat Actor Criminal Profiles | 
Preventing Terrorist Cyber Activity 


Read the article 


Market News 


El 


What is the FinCEN Files investigation? 


B 
Global bank giants have moved $US2 trillion in 


"suspicious money’, investigation finds 


Read the article 


IE 


Rethinking ATF's Budget To Prioritize Effective Gun 


Violence Prevention 


Read the article 


E] 


RCMP asked to investigate ricin poison sent to White 


House from apparent Montreal address 


Read the article 
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Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for deep, 
automated web investigations. Extract critical, intelligent insights with ease and efficiency from 


numerous internet sources. Our platform is designed by security and intelligence experts, enabling 


insightful solutions to our customers. 


Manage your profile 
Report this email as junk 


From: Cobwebs Technologies <info@cobwebs.com> 


Sent: Monday, September 7, 2020 6:05 PM 

To: Charles Moreno 

Subject: Webinar: Uncharted waters of lesser-known Deep Web Platforms 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


is safe. 


View this email in your browser 


Uncharted waters of lesser-known Deep Web 


Platforms 


September 23, 1:00 PM EST *t 


In our upcoming September Webinar, we will cover in-depth a few of the 
most underutilized but increasingly important deep web sources for Law 
Enforcement Agencies apart of OSINT investigations such as Discord, 


Telegram, IRC, and others. 


Presenters: Lieutenant Johnmichael O'Hare and Arieh Ben Am 


G112 


IE 


Lieutenant Johnmichael O'Hare retired from the Hartford Police (CT) in 2018.. He began his career 
in the patrol ranks elevating through proactive street crimes unit that specifically attacked narcotics 
and firearms violence in some of the city's most violent neighborhoods. He was promoted to Police 


Detective in 2009 and spent several years as the Gang Intelligence Officer for the Department. He 
has received many commendations for actions taken in the field up to and including the 
Department's highest award, the Chiefs Medal of Valor. 


Ari is an experienced Open Source and Web Intelligence enthusiast and analyst at Cobwebs 
Technologies with a particular interest in extremism. Ari has worked in geopolitical, terror, financial 


and other fields of intelligence analysis 


EEIE 


Manage your profile 
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From: 
Sent: 
To: 
Subject: 


Categories: 


Cobwebs Technologies <noreply@cobwebs.com> 
Tuesday, August 25, 2020 1:11 AM 

Charles Moreno 

August Web Intelligence News and Updates 


responsive 


August 2020 Newsletter 


This month, Cobwebs were honored to host two leaders of the judicial and regulatory worlds; 
former Israeli State Comptroller and Judge Yosef Shapira and Prof. Shmuel Hauser, former 
chairman of the Israeli Securities and Exchange Authority; who arrived to award Cobwebs with 


the official seal and plaque of Cyber Rights in Technology (CRT) compliance certification. 


The road to achieving this certification was an arduous and enlightening one for everyone at 
Cobwebs. It showed us that our values and our principles form the bedrock of our continued 


business success, and we are honored to have this enshrined as the first Israeli technology 


company to achieve the CRT certification for human rights compliance. 


We hope, and urge, other companies in this field to follow suit; so that we may continue using 
technology to make the web, and the world, a better, safer place. 


The New Standard in Risk Detection 


Watch Cobwebs Anti-Money Laundering solution for Financial Institutions and learn how to Apply 


deep risk investigations to all aspects of your business. 


EJ 
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Using WEBINT and OSINT to tackle 


extremist groups Terrorism 


Investigation 


Agencies that familiarize themselves with 
extremists' cyber haunts stand a better chance 
of uncovering potential problems before they 
materialize. 


How Can a V ence Too 


Expedite Criminal Inv 


d tt 


iman Trafficking on the Dark 


Monitoring Data Breaches With Al The Use of Al in Finance 


Read the article 


ad the article 


Market News 


BC | al 
Vishing attacks on the rise, FBI, CISA warn Inside America’s Secretive $2 Billion Research Hub 
Collecting Fingerprints From Facebook, Hacking 
Read t! Smartwatches And Fighting Covid-19 
a | a 
NSA & FBI Disclose New Russian Cyberespionage Where Guns Are Sold Through The Darknet 


Malware 
Read the artic 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for deep, 


automated web investigations. Extract critical, intelligent insights with ease and efficiency from 


numerous internet sources. Our platform is designed by security and intelligence experts, enabling 
insightful solutions to our customers. 
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SCHEDULE A DEMO 


Manage your profile 
Report this email as junk 
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From: Cobwebs Technologies <info@cobwebs.com> 


Sent: Monday, August 10, 2020 7:52 AM 
To: Charles Moreno 

Subject: Webinar: Data leaks as Open Source 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


is safe. 


View this email in your browser 


Data leaks as Open Source - Proactive 


Mitigation and Intelligence Opportunity. 


Aug 26, 1:00 PM EST * 


Data Breaches and Leaks have long been a source of relevant 
sometimes invaluable information. IN this webinar will explore 
operational security. We will also delve into the intelligence gathering 
techniques and resources that make these leaks the foundations of 


Data leaks/breaches and the potential threats they pose to your 


G119 


organization and, once they become open source, a crucial tool in any 


investigation. 


Presenters: Lieutenant Johnmichael O’Hare and Arieh Ben Am 


My Spot! 


iE 


Lieutenant Johnmichael O'Hare retired from the Hartford Police (CT) in 2018.. He began his career 
in the patrol ranks elevating through proactive street crimes unit that specifically attacked narcotics 
and firearms violence in some of the city's most violent neighborhoods. He was promoted to Police 


Detective in 2009 and spent several years as the Gang Intelligence Officer for the Department. He 
has received many commendations for actions taken in the field up to and including the 


Department's highest award, the Chiefs Medal of Valor. 


Ari is an experienced Open Source and Web Intelligence enthusiast and analyst at Cobwebs 
Technologies with a particular interest in extremism. Ari has worked in geopolitical, terror, financial 


and other fields of intelligence analysis 


EIEIE 


Unsubscribe from future maili 
Manage your profile 
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Report this email as junk 
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From: James Rowley 


Sent: Friday, August 7, 2020 4:21 PM 

To: Rebecca Nagy 

Subject: August Cobwebs webinar invite, please join us- 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Hi Rebecca, 


Feel free to share this free training with others as well and hope everyone is staying safe- 
Please register using the link below to join us later this month! 


Our next webinar training session will be on Wed 8.26.2020 at 11am PST will focus on data leaks as OSINT source. 
Data leaks as Open Source - Proactive mitigation and intelligence opportunity 


Thanks, 
Jim 
Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


oy COBWEBS 
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From: Cobwebs Technologies <noreply@cobwebs.com> 


Sent: Tuesday, July 21, 2020 4:41 AM 

To: Charles Moreno 

Subject: July Web Intelligence News, Webinars and Updates 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 
is safe. 


July 2020 Newsletter 


This month, Cobwebs family marks five years since we embarked together on our mission to 
make the Web, and the world, a safer place for everyone. And five years since we hatched that 
dream, our company has become an industry standard in Web Intelligence, providing 
professionals across the globe with the tools they need to turn digital information to physical 
decisions. We're proud that our technology has been certified for complying with the highest 
standards quality, security and data protection. And most importantly, we're proud of our team, 
our partners and our customers. Without your motivation, dedication, and passion for our vision 
and mission, none of this would be possible. Here's to the next five! 


Press Releases 


H Web Intelligence Company Cobwebs 
x 


Technologies Helps Banks Thwart Hate- 
Finance Threat Actors 


Cobwebs Technologies, a web intelligence company, 
has developed a methodology to help financial 
institutions and law enforcement identify and stop 
vhite supremacist and other hate groups and their 
supporters from raising funds that can be used to 


carry out violence against innocent civilians 


Read the Press Release 


As criminals evolve...so do we as investigators. 


Check out our latest article "Getting an Edge on 
Online Threat Actors" in the the July/August issue 


of Police and Security News: 
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Upcoming Webinars 


Read the artic! 


Read the artic 


tment 


webs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for deep, 
automated web investigations. Extract critical, intelligent insights with ease and efficiency from 
numerous internet sources. Our platform is designed by security and intelligence experts, enabling 


insightful solutions to our customers. 


Manage your profile 
Report this email as junk 


From: Cobwebs Technologies <info@cobwebs.com> 


Sent: Tuesday, July 14, 2020 6:22 AM 

To: Luis Topete 

Subject: The Far Right — A Global Phenomenon to Domestic Discovery 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


is safe. 


View this email in your browser 


The Far Right — A Global Phenomenon to 


Domestic Discovery 


July 29, 1:00 PM EST * 


Far-Right Extremism is a global phenomenon. Take a deep dive into 
some of the Far-Right's online social network platforms Vkontakte (VK). 
Learn how to identify relevant evidence and intelligence, and how to 
enhance your investigations. This webinar will demonstrate how to 
apply WEBINT methodology to uncover hidden global Far-Right 


G128 


networks and unidentified domestic threat actors leveraging Cobwebs 


Technologies’ methods and platforms 


Presenters: Lieutenant Johnmichael O’Hare and Arieh Ben Am 


Save 


| 


Lieutenant Johnmichael O'Hare retired from the Hartford Police (CT) in 2018.. He began his career 


in the patrol ranks elevating through proactive street crimes unit that specifically attacked narcotics 
and firearms violence in some of the city's most violent neighborhoods. He was promoted to Police 
Detective in 2009 and spent several years as the Gang Intelligence Officer for the Department. He 
has received many commendations for actions taken in the field up to and including the 


Department's highest award, the Chiefs Medal of Valor. 


Ari is an experienced Open Source and Web Intelligence enthusiast and analyst at Cobwebs 
Technologies with a particular interest in extremism. Ari has worked in geopolitical, terror, financial 


and other fields of intelligence analysis 
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From: James Rowley 


Sent: Wednesday, July 8, 2020 9:24 AM 
To: 

Subject: RE: sharing some intel 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Did you get your results yet? 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 


From ERR 


Sent: Thursday, July 2, 2020 11:14 AM 
To: James Rowley 
Subject: RE: sharing some intel 


Hi Jim, 


out! 


Best, 


G130 


From: James Rowley 
Sent: Thursday, July 2, 2020 10:0/ AM 


ror LA 


Subj haring some intel 


ATTENTION: This ema . on links or open attachments unless you recognize the sender and know the content is safe. 


How are things going for you? Doing ok here- 


FYI, see attached. 


Topic Analysis for: 


Familiarize yourself with recent news referencing the group: 
- BBC- https;//www.bbc.com/news/blogs-trending-53018201?fbclidzIwAR1aOctrSHM9A-8FhCeR6E6-OqvDlmzEl vj3-bXvv3ymHaiweUTLLfléwk 
- Forbes - https://www.forbes.com/sites/sethcohen/2020/06/16/civil-war-20-the-boogaloo-movement-is-a-wake-up-call-for-america/#575ad5c71labe 
- Business Insider - https://www.businessinsider.com/3-boogaloo-men-terror-charges-george-floyd-protest-riot-conspiracy-2020-6 
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-  Rawstory - https://www.rawstory.com/2020/06/colorado-cops-seize-weapons-and-military-gear-from-boogaloo-bois-after-george-floyd- 
protest/?fbclid-IwAROe7tvPKxvgu822MjfzNFPv6hsz2PjWSIZ uNclIBvpKdw-ba9rGBG1pV8 

-  SPLC- https://www.splcenter.org/hatewatch/2020/06/05/boogaloo-started-racist-meme 

-  TTP-https://www.techtransparencyproject.org/articles/extremists-are-using-facebook-to-organize-for-civil-war-amid-coronavirus 


Have a safe 4'^I 


Regards, 


Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 
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From: James Rowley 


Sent: Thursday, July 2, 2020 11:20 AM 
To: 

Subject: Re: sharing some intel 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Sir 


but at the same time trying to move the 
ball forward by building some awareness regardless of the budget challenges. 


Jim Rowley 
Cobwebs 


On Jul 2, 2020, at 11:13, TI 
Hi Jim, 


checking these out! 


Best, 


From: James Rowley 

Sent: Thursday, July 2, 2020 1 
To: 

Subject: sharing some intel 


7 AM 
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ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


How are things going for you? Doing ok here- 


FYI, see attached, 


Topic Analysis for: 


Familiarize yourself with recent news referencing the group: 


BBC - https://www.bbc.com/news/blogs-trending-53018201?fbclid-lwAR1aOctrSHM9A-8FhCeR6E6-OqvDImzEl. vj3- 
bXvv3ymHqiweUTLLfl6wk 

Forbes - https://www.forbes.com/sites/sethcohen/2020/06/16/civil-war-20-the-boogaloo-movement-is-a-wake-up-call-for- 
america/#575ad5c71labe 

Business Insider - https: 
Rawstory - https: 
floyd-protest/?fbclidzIwAROe7tvPKxvgu822MjfzNFPvehsz2PjWSIZ uNclIBvpKdw-ba9rGBG1pV8 

SPLC - https://www.splcenter.org/hatewatch/2020/06/05/boogaloo-started-racist-meme 

TTP - https://www.techtransparencyproject.org/articles/extremists-are-using-facebook-to-organize-for-civil-war-amid-coronavirus 


Have a safe 4"! 


Regards, 


G134 


Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


<image003.png> 
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Sent: Thursday, July 2, 2020 11:14 AM 
To: James Rowley 

Subject: RE: sharing some intel 
Categories: responsive 

Hi Jim, 

out! 

Best, 


From: James Rowley 

Sent: Thursday, July 2, 2020 10:07 AM 
To:| 

Subject: sharing some intel 


inated outside of LAPD. Do not on links or open attachments unless you recognize the sender and know the content is safe. 


How are things going for you? Doing ok here- 


FYI, see attached. 
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Topic Analysis for: 


Familiarize yourself with recent news referencing the group: 
- BBC - https://www.bbe.com/news/blogs-trending-53018201 ?fbclid-lwAR1aOctrSHM9A-8FhCeR6E6-OqvDlmzEl vj3-bXvv3ymHgiweUTLLflewk 
- Forbes - https://www.forbes.com/sites/sethcohen/2020/06/16/civil-war-20-the-boogaloo-movement-is-a-wake-up-call-for-america/#575ad5c71abe 
- Business Insider - https://www.businessinsider.com/3-boogaloo-men-terror-charges-george-floyd-protest-riot-conspiracy-2020-6 
-  Rawstory - https://www.rawstory.com/2020/06/colorado-cops-seize-weapons-and-military-gear-from-boogaloo-bois-after-george-floyd- 
protest/?fbclidzIwAROe7tvPKxvgu822M|jfzNFPv6hsz2PjW9SIZ uNclIBvpKdw-ba9rGBG1pV8 


-  SPLC - https://www.splcenter.org/hatewatch/2020/06/05/boogaloo-started-racist-meme 


- TTP - https://www.techtransparencyproject.org/articles/extremists-are-using-facebook-to-organize-for-civil-war-amid-coronavirus 


Have a safe 4""! 


Regards, 


jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


B COBWEBS 
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From: James Rowley 

Sent: Thursday, July 2, 2020 10:07 AM 
To: 

Subject: sharing some intel 
Attachments: inv report_boogaloo bois.pdf 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


"e 


How are things going for you? Doing ok here- 


FYI, see attached. 


Topic Analysis for: 


Familiarize yourself with recent news referencing the group: 
-  BBC- https:;//www.bbc.com/news/blogs-trending-53018201?fbclidzIwAR1aOctrSHM9A-8FhCeR6E6-OqvDlmzEl vj3-bXvv3ymHgiweUTLLflewk 
-  Forbes- https://www.forbes.com/sites/sethcohen/2020/06/16/civil-war-20-the-boogaloo-movement-is-a-wake-up-call-for-america/#575ad5c71abe 
- Business Insider - Uu //www.businessinsider.com/3-boogaloo-men-terror-charges-; george- floyd-protest-riot- SHE -2020-6 
-  Rawstory - htt) 


020/06, 
protest/?fbclid= =lwAROe7tvPKxveu822Mj fzNFPv6hsz2PjW9SIZ uNcliBvpKdw-ba9rGBGi1pV8 


-  SPLC - https://www.splcenter.org/hatewatch/2020/06/05/boogaloo-started-racist-meme 
- TTP - https://www.techtransparencyproject.org/articles/extremists-are-using-facebook-to-organize-for-civil-war-amid-coronavirus 


Have a safe 4""! 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
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From: Cobwebs Technologies <noreply@cobwebs.com> 
Sent: Thursday, June 25, 2020 1:06 AM 

To: Charles Moreno 

Subject: 


Cobwebs’ latest version release of Tangles V6.18 


Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


is safe. 


View this email in your browser 


in| 


June 2020 Newsletter 
Cobwebs Technologies is proud to announce the launch of our new Tangles version 6.18. 


For those of you who couldn't attend the launch webinar, below you can find our new features 
and a video of the launch recordings below. 


IB 


Here's What's New in Tangles 


Cobwebs' latest version release of Tangles V6.18 includes advanced new tools and capabilities 
that will enable a safer, intuitive and advanced workflows to help you complete your 
investigations accurately and faster then ever before. 
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This new version includes new features, new sources and improvement of the analysis 
capabilities that enriches the provided toolset of Tangles. 


In addition, a major infrastructure change was done in this release in order to improve sizing and 
scaling in Tangles in order to ease the digestion of large amount of data in the system. The 
infrastructure change tackles the main functionalities in the system, specifically the search and 
analysis features. 


a 


In this version, you will experience new capabilities such as our new Automated Investigation 
Graph that automatically follows the analyst actions and processes the flow of the investigation 
to find connections between any piece of information without any effort from the user, and a new 
Enhanced Alerting Mechanism that provides the ability to fully control any mode of alert 
triggering to gain an accurate situational awareness. 


We would like to take this opportunity to thank you for your feedbacks and our dedicated teams, 
that enables us to simplify and improve our products. 


View th nch Recordings 


White Paper 
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Digital Footprints: De-Anonymizing 


Threat Actors 


More and more people are becoming digital. 
Social media management platform Hootsuite 
estimated the number of mobile, internet, and 
(mobile) social media users is being substantial: 
4.388 billion internet users, 5.112 billion unique 
mobile users, 3.484 billion active social media 


users, 3.256 billion mobile social media users. 
In this white paper, you will learn more about: 


* KYC 

* Digital footprints 

* Building profiles 

* WEBINT for de-anonymizing profiles 


Download This White Paper 


From Our Blog 


IB 
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Using Al to prevent cybercrime targeting Conducting snap internal risk mapping in the 


Smart Cities on the Darkweb face of a major money-laundering scandal 
Read the article Read the article 
Market News 
FBI used Instagram, an Etsy review, and LinkedIn Financial investigations: Council calls for further 
to identify a protestor accused of arson improvements in the fight against serious and 
organised crime 
Read the article 
Read the article 
ENSE Bl 
Microsoft: COVID-19 Cyber Attacks Peaked In Research Confirms Links Between Cyber Attacks, 
March And Fell Off Quickly Consumer Purchasing and Brand Loyalty 
Read the article Read the article 
About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
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efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


SCHEDULE A DEMO 


Hg 


Unsubscribe 
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From: James Rowley 


Sent: Tuc , June 16, 2020 1:08 PM 

To: 

Subject: : Cobwebs new release webinar Thursday 11am 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


WELCOME BACK BENE 
| forget if | already shared this recording, it is about an hour: 


It is basically an hour in length and covers: 
Basic navigation 
Search examples 
Analysis examples 
Monitoring examples 
Creating reports 
Creating targets, keyword searches 


Topic: Portland Police Bureau POC training, from 
Date: Jun 2, 2020 09:48 AM Pacific Time (US and Canada) 


We look forward to your feedback from using Tangles. 


Regards, 
Jim 
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Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 


From: 

Sent: Tuesday, June 16, 2020 1:01 PM 

To: James Rowley 

Subject: RE: Cobwebs new release webinar Thursday 11am 


Hi Jim, 


| fired up Cowbwebs a few days ago and will be taking a deep dive shortly. l've moved back from our Dept. Ops Center to Robbery-Homicide, and have just linked 
up with some of the investigations on looters/rioters. Adjusting my schedule back to days now. Phew! 


Thanks again, 


From: James Rowley 

Sent: Tuesday June 16, 2020 12:56 PM 

To: 

Subject: Cobwebs new release webinar Thursday 11am 


\TTENTION: This emai on links or open attachments unless you recognize the sender and know the content is safe. 


How is it going? 
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For some reason, we had to switch webinar host platforms, so here is the new link- 


Hope you will be able to join us! 


Regards, 


Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


B COBWEBS 
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From: 

Sent: Tuesday, June 16, 2020 1:01 PM 

To: James Rowley 

Subject: RE: Cobwebs new release webinar Thursday 11am 
Categories: responsive 

Hi Jim, 


| fired up Cowbwebs a few days ago and will be taking a deep dive shortly. l've moved back from our Dept. Ops Center to Robbery-Homicide, and have just linked 
up with some of the investigations on looters/rioters. Adjusting my schedule back to days now. Phew! 


Thanks again, 


From: James Rowley 

Sent: Tuesday, June 16, 2020 12:56 PM 

To: 

Subject: Cobwebs new release webinar Thursday 11am 


inated outside of LAPD. Do not on links or open attachments unless you recognize the sender and know the content is safe. 


How is it going? 


For some reason, we had to switch webinar host platforms, so here is the new link- 
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Hope you will be able to join us! 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


3 COBWEB 
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From: James Rowley 


Sent: Tuesday, June 16, 2020 12:56 PM 
To: [1 


Subject: Cobwebs new release webinar Thursday 11am 


Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


How is it going? 


For some reason, we had to switch webinar host platforms, so here is the new link- 


Hope you will be able to join us! 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
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From: James Rowley 


Sent: Wednesday, June 10, 2020 1:15 PM 
To: 

Subject: Any issues/feedback? 

Categories: responsive. 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Checking in with you Sir. 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


Ki) COBWEBS 
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From: James Rowley 

Sent: Tuesday, June 9, 2020 2:37 PM 

To: Maurice Kwon 

Subject: RE: James Rowley Update - Cobwebs Technologies 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Mo, 

Not sure if you had a chance to check out the NW3C demo, however here is another video. 

Would like to share the following 30 min video with you, please feel free to share with the folks upstairs, it will allow you to see, by example, the power of 
Tangles not only for threat management, but also what can be done from an INVESTIGATIVE view point on gathering leads, backgrounds and other potential 
actionable intelligence. Tangles as a platform can be used for nearly all criminal investigations, so | invite you to take a view min this week and watch (sorry, 


popcorn not included). 


Video is available on Vimeo: 


PASSWORD CHANGES EVERY 2 WEEKS 


Look forward to hearing your feedback and any potential questions. . If the password expires then please let me know and | can send the updated one, 
Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
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From: Maurice Kwon <37395@lapd.online> 

Sent: Friday, May 8, 2020 8:51 PM 

To: James Rowley 

Subject: Re: James Rowley Update - Cobwebs Technologies 


Hey Jim, no problem, I'll check it out. 


Thank You, 


Detective Il M. Kwon #37395 

Digital Forensic Supervisor 

Los Angeles Regional Internet Crimes Against Children Task Force 
Los Angeles Police Department 

501 West Ocean Suite 7200 

Long Beach, California 90802 

Direct: 


37395 lapd.online 


From: James Rowley 

Sent: Friday, May 8, 2020 2:09 PM 

To: Maurice Kwon «37395 9lapd.online» 

Subject: RE: James Rowley Update - Cobwebs Technologies 


Resending 
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Thanks for reaching out this week, even if it was on Blackbag- 
Have a good weekend. 
Regards, 

Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 


From: James Rowley 

Sent: Monday, February 17, 2020 8:38 AM 

To: 37395 @lapd.online 

Subject: James Rowley Update - Cobwebs Technologies 


Good Morning Mo, 

I hope this email finds you well. | wanted to reach out and let you know that | have recently joined Cobwebs Technologies. Our OSNIT platform is a powerful 
web intelligence software that continuously analyzes online activity, collects and analyzes data from endless digital intelligence from the open, deep, and dark 
web. 

Attached here is an overview of the software, please take a look when you have a few minutes. | realize you may not be the correct person who handles the 
OSNIT/web intelligence as part of investigations, so if you can pass this on | would greatly appreciate it. Either way, | would stay in touch and still potentially to 
show you the software solution via webinar or during the Techno Security show next month. It does some pretty amazing things. 


| look forward to hearing back from you soon. 


Best regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 
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Website www.cobwebs.com 


lij COBWEBS 


Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 
Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: James Rowley 

Sent: Thursday, June 4, 2020 10:43 AM 
To: 

Subject: #bluefall 

Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Assume you are already aware of this, but just in case- 


ea] 
OPERATION 
BLUEFALL 


BEGINS JUNE 4TH, 8AM PST 


GOAL: 
TO AMPLIFY ALL VIDEOS OF POLICE 
BRUTALITY DURING PROTESTS BY 
FLOODING THE HASHTAG [7T 
AND TAGGING YOUR LOCAL POLICE, 


ELECTED OFFICIALS AND 
LOS ANGELES: use as emery 
@lapdhq em YOURCHYS 
[Su fii 
Hide @'s 
USETHISEMPTY —— UstTMSEMPTY 
SPAUTOREPOST —— — SPACETOREPOST 
WimHYoURemYS —— WIHYOURCHYS 


@'s Q's 


G156 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


yy COBWEB 
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From: James Rowley 

Sent: Wedni j, June 3, 2020 10:32 AM 

To: 

Subject: Tangles methodology info on civil unrest 
Attachments: 


Civil disorder Investigation.pdf 


Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


The attached was just published today and wanted to share it with you to assist on the methodology of creating monitors 
around current events, and how to utilize that data for additional intel. 


Hope it helps in your efforts. 
Regards, 


Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
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From: James Rowley 

Sent: Tuesday, June 2, 2020 1:38 PM 
To: 

Subject: ‘Cobwebs training info 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


- 
We did a recording of today's session as not all the folks from PPB could join, like you, they needed to rest from working overtime (protest related etc) 
See link below. System is best used with Chrome browser on a PC, today one of the users had to set the MAC in VM to have it go- and not look too funky. 
This is exactly what | was going to try and show you tonight, however it is probably much better from Tuyet than it is coming from me! 

Depending on your initial feedback, perhaps then we discuss setting up a demo machine just for LAPD. 


Jim 


Your cloud recording is now available. This combined with the documents sent previously should getting you going. 
We have another session for the Dark web on Thursday afternoon, however if you can use Tangles system prior and have questions, we can address at that time. 


Tuyet is cc here, please send any questions you have to myself and her. 


It is basically an hour in length and covers: 
Basic navigation 
Search examples 
Analysis examples 
Monitoring examples 
Creating reports 
Creating targets, keyword searches 
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Topic: Portland Police Bureau POC training, from today 
Date: Jun 2, 2020 09:48 AM Pacific Time (US and Canada) 


We look forward to your feedback from using Tangles. 
Regards, 


Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


Kj COBWEBS 
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From: 
Sent: 
To: 
Subject: 


Categories: 


is safe. 


Cobwebs Technologies 
Tuesday, June 2, 2020 5:39 AM 
Margaret Stargell 


Unveiling Cobwebs’ Latest Web Investigation Capabilities 


responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


View this email in your browser 


Unveiling Cobwebs 
Latest Web Investigation Capabilities 


Join our digital customer event for the North America region, where we 
will be introducing Tangles Version 6.18 


Meet the founders who will host the launch event, and take advantage 


of our live Q&A session. 
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Event Moderator: Johnmichael O’Hare 


June 18, 2020 @ 2pm EST 


Agenda 


2:00pm - 2:10pm- Launch Announcement - Shay Attias Co-Founder & CTO 


2:10pm - 2:20pm- Investigation methodology for the new generation of social media apps 


2:20pm - 2:45pm- New Features Presentation 


2:45pm - 2:50pm- Introduction to Cobwebs Digital Web Investigators Academy 


2:50pm - 3:00pm- Q&A's 


E| 


Cobwebs Technologies' founders: Omri Timianker- President, 
Udi Levy- CEO, and Shay Attias- CTO 


Save My Spot! 


About the speaker: Lieutenant Johnmichael O’Hare 


Lieutenant Johnmichael O'Hare retired from the 
Hartford Police (CT) in 2018. He began his 


career in the patrol ranks elevating through 


E] 
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proactive street crimes unit that specifically 
attacked narcotics and firearms violence in some 
of the city’s most violent neighborhoods. He was 
promoted to Police Detective in 2009 and spent 
several years as the Gang Intelligence Officer for 
the Department. He has received many 
commendations for actions taken in the field up 
to and including the Department's highest award, 
the Chiefs Medal of Valor. 


In 2013 Lt. O'Hare was tasked with creating the Capitol City Command Center (C4) a Real Time Intelligence 
Center that could support critical functions on the street as well as provide analytical and forensic back 
support to the Investigative units. C4 has grown into a regional hub for Intelligence and is utilized by local, 
state, and federal agencies alike. Lt. O'Hare and his team supported nearly 900 live camera views deployed 
throughout the city as well as many Mobile and Video Forensic capabilities that support the region and 
beyond. Lt. O'Hare has paneled many discussions around the world regarding the creation and sustainability 
of a command center and the relative use cases it has in the creation of a "Smarter City". 


EIEIE 


Unsubscribe from future mailings 
Manage your profile 
Report this email as junk 
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From: James Rowley 


Sent: Thursday, May 28, 2020 10:46 AM 

To: Maurice Kwon 

Subject: Using OSNIT in your investigations 

Attachments: Fighting Gang Violence Leveraging Social Media - white paper.pdf; Final Alexandria Shooting.pdf; Final Sport Event.pdf 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Mo, 


Great to be able to meet up with you yesterday. Things kinda went sideways as after we met, | went downtown LA for my last meeting. We met outside the 
City’s emergency operation center, and it was little hard to hear each sometimes with the helicopters- | made it out safely home- crazy. Am setting up Curtis so 
he can use and try Tangles. 


Am following up with some attachments and if you like to share this webinar with others, we have a recorded demo: see below 
Thanks again for your time yesterday! 

Jim 

NW3C: 


It is about a 30min demo- | assume you already have access to NW3C, if not then you can sign up for free. 


If you want, Skip in and Start about 20 min into the recording, then watch for about 30-35 min as this is the meat/heart of the Tangles demo. 
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| registered for this Live webinar 


Using OSINT to Track Suspicious Cryptocurrency Activity 
Duration: 90 Minutes 


This webinar is intended for LAW ENFORCEMENT personnel: those who are directly attached to or work in support of i 
enforcement agency. Please register using your agency-issued email. 


Investigators face a great challenge in finding cryptocurrency wallets' footprints across the web and understanding who 
behind it. The webinar will focus on tracking those digital footprints on all levels of the internet, using advanced OSINT t 
tying malicious activities to networks of harmful individuals. By utilizing processes that involve Artificial Intelligence, inch 
(Natural Language Processing) and OCR (Optical Character Recognition), mentions of crypto wallets, be it in posts, imi 
more, used for criminal and terrorist activities can be identified and flagged. The use of a proprietary deep crypto-wallet 
also visualize the values, growth, and interactions of these wallets across time. We will demonstrate the use of OSINT « 
we conduct quick and comprehensive searches, deep analyses, and assess real-time threats to track the wallet's prese 
identity across the open, deep and dark web. 


Presented by: 
Johnmichael O'Hare 
Arieh Ben-Am 


This Webinar is sponsored by Cobwebs Technologies NW3C is providing the webinar so that attendees can have more 
with which to evaluate how this capability might add value to them and the organizations they serve. NW3C does not sr 
attendees’ personally identifiable information with any third party without opt-in consent given during registration. 


Webinar Fee: $0.00 per attendee 
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From: James Rowley 

Sent: Wednesday, May 27, 2020 9:07 PM 

To: 

Subject: RESENDING: Cobwebs white paper info 

Attachments: Dark Web Monitoring Challenges - white papers.pdf; Fighting Gang Violence Leveraging Social Media - white paper.pdf; Final Alexandria Shooting.pdf; Final Sport 


Event.pdf; Terrorism in Central America.pdf; Use Case ISIS Recruiter_05.pdf 


Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


7 
Am re-sending these to you know, let me know if you received them? 
If you want something other than these let me know and | will look around to see if we have any more- 
Best, 
Jim. 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


E coe webs 


From: 
Sent: Wednesday, March 4, 2020 3:52 PM 


To AN RN 


Subject: Cobwebs white paper info 


Afternoon llla 


G166 


Thank you for your time today! Enjoyed talking with you and hope we have the chance to meet in person in the near future. 


Let me know if these attachments are helpful, and if Captain Long would want to watch 15 min recorded webinar- | can send a 
link and password to one- Kind of an executive summary of what we went through today on the drug case. 


One of your questions- We don't retain or search cjis info. Therefore that compliance doesn't apply to us- l'Il work on the 
other open question or two- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


h 9-11, 2020 


a Jolla Torrey Pine: 


San Diego, CA 


Marc 
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From: James Rowley 

Sent: Wednesday, May 27, 2020 9:03 PM 

To: 

Subject: FW: Cobwebs and LASD Tangles/Lynx set up info 

Attachments: Lynx - Quick Start Guide.pdf; Installing Unpacked extension - 194(Example).docx; Tangles Quick Reference Guide V6.pptx; Tangles - Quick Start Guide v6.docx 
Categories: responsive 


on links or open attachments unless you recognize the sender and know the content is safe. 


Pretty quick and easy drive home tonight, very happy with that, but ever happier that we had a chance to social distance and met up!! 


Here are the log in credentials. SEE BELOW. | would NOT suggest diving into the Lynx and UC account management for the dark web just yet, rather if you 


come across some content we find in a search for you copy and paste into your tor browser of choice. Out system (TANGLES) works best in Chrome- Happy 
hunting! 


The Tangles docs attached should get you going! Start with the search bar and then the SNA. A FB analysis will take around 15 min or so depending on the 


content of the profile. You can also import a SW return from FB (and other providers for analysis as it builds a great link analysis chart and then allows to submit 
some of their connections for analysis as well) 


Happy to get with you tomorrow night or whenever you are ready to do so- 


Stay safe, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


Bi COBWEBS 
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Please see attached support documentation on each platform. 
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From: [id 


Sent: Tuesday, May 26, 2020 10:23 PM 
To: James Rowley 

Subject: Re: Confirming Weds 17:30 
Categories: responsive 


Yes sir, good to go. I’m at 500 E Temple in LA. Just call me at (J when you’re here thanks. 


From: James Rowley 
Sent: Tuesday, May 26, 2020 8:14:44 PM 


To: as < n 

Subject: Confirming Weds 17:30 

ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 
Hi NE 

Hope all is still well for tomorrow's get together 


Jim Rowley 
Cobwebs 
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From: James Rowley 


Sent: Tuesday, May 26, 2020 8:15 PM 
To: [es EN) 

Subject: Confirming Weds 17:30 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 
Hi EN 
Hope all is still well for tomorrow's get together 


Jim Rowley 
Cobwebs 
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From: James Rowley 

Sent: Friday, May 22, 2020 11:23 AM 

To: Maurice Kwon 

Subject: RE: James Rowley Update - Cobwebs Technologies 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Hey Mo- 
Hope all is well. If you want to watch a 30min demo- | assume you already have access to NW3C, if not then you can sign up for free. 


If you want, Skip in and Start about 20 min into the recording, then watch for about 30-35 min as this is the meat/heart of the Tangles demo. And let me know 
what you think of it. 


G172 


Using OSINT to Track Suspicious Cryptocurrency Activity 
Duration: 90 Minutes 


This webinar is intended for LAW ENFORCEMENT personnel: those who are directly attached to or work in support of i 
enforcement agency. Please register using your agency-issued email. 


Investigators face a great challenge in finding cryptocurrency wallets' footprints across the web and understanding who 
behind it. The webinar will focus on tracking those digital footprints on all levels of the internet, using advanced OSINT t 
tying malicious activities to networks of harmful individuals. By utilizing processes that involve Artificial Intelligence, inch 
(Natural Language Processing) and OCR (Optical Character Recognition), mentions of crypto wallets, be it in posts, imi 
more, used for criminal and terrorist activities can be identified and flagged. The use of a proprietary deep crypto-wallet 
also visualize the values, growth, and interactions of these wallets across time. We will demonstrate the use of OSINT « 
we conduct quick and comprehensive searches, deep analyses, and assess real-time threats to track the wallet's prese 
identity across the open, deep and dark web. 


| registered for this Live webinar 


Presented by: 
Johnmichael O'Hare 
Arieh Ben-Am 


This Webinar is sponsored by Cobwebs Technologies NW3C is providing the webinar so that attendees can have more 
with which to evaluate how this capability might add value to them and the organizations they serve. NW3C does not sr 
attendees’ personally identifiable information with any third party without opt-in consent given during registration. 


Webinar Fee: $0.00 per attendee 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 
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Website www.cobwebs.com 
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From: Maurice Kwon «37395 @lapd.online> 

Sent: Friday, May? 2979 9-54 pna 

To: James Rowley 

Subject: Re: James Rowley Update - Cobwebs Technologies 


Hey Jim, no problem, I'll check it out. 


Thank You, 


Detective Il M. Kwon #37395 

Digital Forensic Supervisor 

Los Angeles Regional Internet Crimes Against Children Task Force 
Los Angeles Police Department 

501 West Ocean Suite 7200 

Long Beach, California 90802 

Direct 


37395 @lapd.online 


From: James Rowley 

Sent: Friday, May 8, 2020 2:09 PM 

To: Maurice Kwon «37395 @lapd.online> 

Subject: RE: James Rowley Update - Cobwebs Technologies 


G174 


Resending 
Thanks for reaching out this week, even if it was on Blackbag- 
Have a good weekend. 
Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 
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From: James Rowley 
Sent: Monday, February 17, 2020 8:38 AM 
To: 37395@lapd.online 


Subject: James Rowley Update - Cobwebs Technologies 

Good Morning Mo, 

| hope this email finds you well. | wanted to reach out and let you know that | have recently joined Cobwebs Technologies. Our OSNIT platform is a powerful 
web intelligence software that continuously analyzes online activity, collects and analyzes data from endless digital intelligence from the open, deep, and dark 
web. 

Attached here is an overview of the software, please take a look when you have a few minutes. | realize you may not be the correct person who handles the 
OSNIT/web intelligence as part of investigations, so if you can pass this on | would greatly appreciate it. Either way, | would stay in touch and still potentially to 
show you the software solution via webinar or during the Techno Security show next month. It does some pretty amazing things. 


| look forward to hearing back from you soon. 


Best regards, 
Jim Rowley 
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Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


lij COBWEBS 


Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 
Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: James Rowley 


Sent: Wedne: i, May 20, 2020 10:28 PM 
To: 
Subject: : Cobwebs white paper info 


Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


i 


That'll work. Please let me know if | can bring you a coffee or a coke or something? 


Which address so | show up at the right spot? 


Jim Rowley 
Cobwebs 


On May 20, 2020, at 21:37, 0 85 — wrote: 
Hi Jim, 
Sorry, I’ve been assigned to our Department's Operations Center for COVID19 so my hours are 6pm to 2am these days and I’m stuck on premises 
the whole time. Good use case for COBWEBS though since I’m basically doing OSINT for dignitary protection and emergency management. We'll 
definitely need to circle back on this... 


..but | hear our post COVID budget is a doozie. 


Hope all is well! 
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From: James Rowley 

Sent: Wednesday, May 20, 2020 9:25:03 PM 
To: 

Subject: Re: Cobwebs white paper info 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


— 


Are you around next Weds night? Am going to be in the area and was hoping we could grab a quick coffee since we haven't had a chance to 
meet in person. 


Jim Rowley 
Cobwebs 


On Mar 4, 2020, at 16:14 RR RS SS wrote: 


Thanks, Jim! 


== 


LAPD Robbery-Homicide Division 
Website: click here 


<image004.png> 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only 
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distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "right/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data 
protection purposes. Unauthorized interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. 
Electronic Communications Privacy Act and the California Electronic Communications Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal 
penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included herein as a reply, forward, or hyperlink. If you 
are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)'third- party agency 
permission rules apply. 
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From: James Rowley 

Sent: Wednesday, March 04, 2020 3:52 PM 
To: 

Subject: Cobwebs white paper info 


Afternoon MW GN 


Thank you for your time today! Enjoyed talking with you and hope we have the chance to meet in 
person in the near future. 


Let me know if these attachments are helpful, and if Captain Long would want to watch 15 min 
recorded webinar- | can send a link and password to one- Kind of an executive summary of what we 
went through today on the drug case. 


One of your questions- We don't retain or search cjis info. Therefore that compliance doesn't apply 
to us- I'll work on the other open question or two- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 
<image001.png> 
Visit us at Booth #: 307 
G179 


<image007.jpg> 
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From: 
Sent: Wednesday, May 20, 2020 10:06 PM 


To: James Rowley 
Subject: RE: Cobwebs white paper info 
Categories: responsive 


Hi Jim, | can meet you here in our visitor area at 5:30 but won't be able to leave, sorry. Let me know! We're in DTLA. 


From: James Rowley 

Sent: Wednesday, May 20, 2020 9:49 PM 
To;| 

Subject: Re: Cobwebs white paper info 


inated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


How about at 5:30 before you start your shift. Might have a way for you to temporarily have access to our system, it might do some good and secondary might 
make some good justifications down the road. | might be foolish but | think that eventually the budget thing will work itself out. 


Jim Rowley 
Cobwebs 


On May 20, 2020, at 21:37 EHE wrote: 
Hi Jim, 


Sorry, I’ve been assigned to our Department's Operations Center for COVID19 so my hours are 6pm to 2am these days and I’m stuck on premises 
the whole time. Good use case for COBWEBS though since I’m basically doing OSINT for dignitary protection and emergency management. We'll 
definitely need to circle back on this... 


..but | hear our post COVID budget is a doozie. 
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Hope all is well! 


From: James Rowley 

Sent: Wednesday, May 20, 2020 9:25:03 PM 
T 
Subject: Re: Cobwebs white paper info 


ENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


"MN 


Are you around next Weds night? Am going to be in the area and was hoping we could grab a quick coffee since we haven't had a chance to 
meet in person. 


Jim Rowley 
Cobwebs 


On Mar 4, 2020, at 16:14, DEBERE wrote: 


Thanks, Jim! 


LAPD Robbery-Homicide D: 
Website: click here 


'oicemail 
mail 
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CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only 
(FOUO), Controlled Unclassified Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative 
techniques, security procedures, and/or other legally privileged information. This information, upon suitable review and oversight, may be exempt from public disclosure under 
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the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "right/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data 
protection purposes. Unauthorized interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. 
Electronic Communications Privacy Act and the California Electronic Communications Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal 
penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included herein as a reply, forward, or hyperlink. If you 
are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)third-party agency 
permission rules apply. 


From: James Rowley 
Sent: Wednesday, March 04, 2020 3:52 PM 
To: 


Subject: Cobwebs white paper info 


Afternoon MEN 


Thank you for your time today! Enjoyed talking with you and hope we have the chance to meet in 
person in the near future. 


Let me know if these attachments are helpful, and if Captain Long would want to watch 15 min 
recorded webinar- | can send a link and password to one- Kind of an executive summary of what we 


went through today on the drug case. 


One of your questions- We don’t retain or search cjis info. Therefore that compliance doesn’t apply 
to us- I'll work on the other open question or two- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 
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Website www.cobwebs.com 
<image001.png> 


Visit us at Booth #: 307 
<image007.jpg> 
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From: James Rowley 


Sent: Wednesday, May 20, 2020 9:49 PM 
To: 
Subject: : Cobwebs white paper info 


Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


How about at 5:30 before you start your shift. Might have a way for you to temporarily have access to our system, it might do some good and secondary might 
make some good justifications down the road. | might be foolish but | think that eventually the budget thing will work itself out. 


Jim Rowley 
Cobwebs 


On May 20, 2020, at 21:37 RENE wrote: 
Hi Jim, 
Sorry, I’ve been assigned to our Department's Operations Center for COVID19 so my hours are 6pm to 2am these days and l'm stuck on premises 
the whole time. Good use case for COBWEBS though since I’m basically doing OSINT for dignitary protection and emergency management. We'll 
definitely need to circle back on this... 


..but | hear our post COVID budget is a doozie. 


Hope all is well! 


From: James Rowley 

Sent: Wednesday, May 20, 2020 9:25:03 PM 
To: 

Subject: Re: Cobwebs white paper ini 
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ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


Are you around next Weds night? Am going to be in the area and was hoping we could grab a quick coffee since we haven’t had a chance to 
meet in person. 


Jim Rowley 
Cobwebs 


On Mar 4, 202, t 16:14 EI oe: 


Thanks, Jim! 


LAPD Robbery-Homicide Division 
Website: cli 


click here 

(213) 486-6850 office 
cell/voicemail 

SEs 


mail 
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(FOUO), Controlled Unclassified Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative 
techniques, security procedures, and/or other legally privileged information. This information, upon suitable review and oversight, may be exempt from public disclosure under 
the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "right/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data 
protection purposes. Unauthorized interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. 
Electronic Communications Privacy Act and the California Electronic Communications Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal 
penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included herein as a reply, forward, or hyperlink. If you 
are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)third-party agency 
permission rules apply. 


From: 
Sent: Wednesday, March 04, 2020 3:52 PM 
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To: 
Subject: Cobwebs white paper info 


Afternoon, 


Thank you for your time today! Enjoyed talking with you and hope we have the chance to meet in 
person in the near future. 


Let me know if these attachments are helpful, and if Captain Long would want to watch 15 min 
recorded webinar- | can send a link and password to one- Kind of an executive summary of what we 
went through today on the drug case. 


One of your questions- We don’t retain or search cjis info. Therefore that compliance doesn’t apply 
to us- I'll work on the other open question or two- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 
<image001.png> 


Visit us at Booth #: 307 
<image007.jpg> 
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From: 
Sent: Wednesday, May 20, 2020 9:38 PM 
To: James Rowley 

Subject: Re: Cobwebs white paper info 
Categories: responsive 

Hi Jim, 


Sorry, I’ve been assigned to our Department's Operations Center for COVID19 so my hours are 6pm to 2am these days and I'm stuck on premises the whole 
time. Good use case for COBWEBS though since I’m basically doing OSINT for dignitary protection and emergency management. We'll definitely need to circle 
back on this... 

..but | hear our post COVID budget is a doozie. 


Hope all is well! 


From: James Rowley 

Sent: Wednesday, May 20, 2020 9:25:03 PM 
To: 

Subject: Re: Cobwebs white paper info 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


| 
Are you around next Weds night? Am going to be in the area and was hoping we could grab a quick coffee since we haven’t had a chance to meet in person. 


Jim Rowley 
Cobwebs 
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On Mar 4, 2020, at 16: 


Thanks, Jim! 


mm mm— Division 


Website: click here 

(213) 486-6850 office 
MEEEEENK-c-/voicemail 
D OU 


lemail 
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CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled 
Unclassified Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative techniques, security procedures, and/or other 
legally privileged information. This information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records 
Act. Itis solely for the use of the intended recipient(s). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with appropriate policy relating to this 
information and is not to be released to the public, the media, foreign nationals, or other personnel who do not have a valid "right/need-to-know" without prior approval of an authorized official. 
Some information may include encrypted content for privacy and data protection purposes. Unauthorized interception, review, use or disclosure of all content and metadata is prohibited and may 
violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications Privacy Act. Any misuse or unauthorized disclosure may result in 
both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included herein as a reply, forward, or hyperlink. If you 
are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON third-party agency permission rules apply. 


From: James Rowley 

Sent: Wednesday, March 04, 2020 3:52 PM 
Ti 
Subject: Cobwebs white paper info 


Afternoon || 


Thank you for your time today! Enjoyed talking with you and hope we have the chance to meet in person in the 
near future. 
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Let me know if these attachments are helpful, and if Captain Long would want to watch 15 min recorded 
webinar- | can send a link and password to one- Kind of an executive summary of what we went through today on 
the drug case. 


One of your questions- We don't retain or search cjis info. Therefore that compliance doesn’t apply to us- I'll work 
on the other open question or two- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 
Website www.cobwebs.com 


<image001.png> 


Visit us at Booth #: 307 
<image007.jpg> 
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From: James Rowley 

Sent: Wednesday, May 20, 2020 9:25 PM 
To: 

Subject: Re: Cobwebs white paper info 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content is safe. 


-—-—-BE 
Are you around next Weds night? Am going to be in the area and was hoping we could grab a quick coffee since we haven't had a chance to meet in person. 


Jim Rowley 
Cobwebs 


On Mar 4, 2020, at 16:14, à —— wrote: 


Thanks, Jim! 


LAPD Robbery-Homicide Division 
Website: click here 


213) 486-6850 office 


*image004.png» 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled 
Unclassified Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative techniques, security procedures, and/or other 
legally privileged information. This information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records 
Act. It is solely for the use of the intended recipient(s). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with appropriate policy relating to this 
information and is not to be released to the public, the media, foreign nationals, or other personne! who do not have a valid "righ/need-to-know" without prior approval of an authorized official. 
‘Some information may include encrypted content for privacy and data protection purposes. Unauthorized interception, review, use or disclosure of all content and metadata is prohibited and may 
violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications Privacy Act. Any misuse or unauthorized disclosure may result in 
both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included herein as a reply, forward, or hyperlink. If you 
are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)'third-party agency permission rules apply. 
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From: James Rowley 

Sent: Wednesday, March 04, 2020 3:52 PM 
To: 

Subject: Cobwebs white paper info 


Afternoon 


Thank you for your time today! Enjoyed talking with you and hope we have the chance to meet in person in the 
near future. 


Let me know if these attachments are helpful, and if Captain Long would want to watch 15 min recorded 
webinar- | can send a link and password to one- Kind of an executive summary of what we went through today on 
the drug case. 


One of your questions- We don’t retain or search cjis info. Therefore that compliance doesn't apply to us- I'll work 
on the other open question or two- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 
<image001.png> 


Visit us at Booth #: 307 
<image007.jpg> 
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From: Cobwebs Technologies <noreply@cobwebs.com> 


Sent: ‘Tuesday, May 19, 2020 6:33 AM 

To: Luis Topete 

Subject: May Web Intelligence News, Events and Updates 
Categories: responsive 


ATTENTION: This email originated outside of LAPD. Do not click on links or open attachments unless you recognize the sender and know the content 


is safe. 


View this email in your browser 


Ini 


May 2020 Newsletter 


Cobwebs Technologies is launching a new epedimiologic investigations center, to support 
governments in times of crisis. The P4D center provides tools for managing and implementing 
lockdown exit strategies by forecasting trends during pandemics, natural disasters, terrorist 
attacks, and more. Cobwebs’ P4D center will be staffed 24 hours a day, enabling decision- 
makers to anticipate and manage future crises according to emerging trends, while providing 
their citizens with transparency and managing the affected area in the best possible way, in 
order to prevent and reduce national crisis events. 


Cobwebs Technologies is honored to join jE] 


forces with Maj Gen (Res) Ronny Numa, who 
successfully headed a dedicated Coronavirus 


task force. Mr. Numa will be responsible for 
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establishing and managing the Central 
Government Crisis Forecasting and 
Management (P4D) center, which is designed 
for decision-makers at all levels, including 
mayors, governors state officials. 


Read The Brochure 


Join our Next Webinar: 


FinCrime Fraud and the Darknet 


Wed, May 27, 2020 
01:00PM GMT (UTC+0) 


60 Minutes 
Presented by: Daniel Nisman 


We often hear about the darkweb as a distant, disconnected web space where crime and other 
nefarious activities take place. But dark nets and their constantly evolving marketplaces and 
channels are directly connected to the scams and scandals that cost institutions billions every 
year. This webinar will shed light on the darkweb and expose how it can be safely accessed, 
particularly when we are concerned about the identity of our clients. 
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White Paper 


Web Forensics for Tackling 


Terrorism Investigation 


Major technological advancements have been 
made over the past decade, affecting nearly 
every industry and every aspect of day-to-day life. 
It is no surprise that crimes and terrorism have 
evolved as well. 


In this white paper you will learn about: 


* Social Media as a Criminal Platform 

* The Deep and Dark Web 

+ Governments Investments in Solutions 
e Terrorism in Numbers 

* The Use of Web Forensics 

* Latest Challenges 

* Different Types of Solutions 
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WHITE PAPER 


From Our Blog 


ea * E] 
Preventing Cyber Threats During The Why WEBINT is Crucial During this COVID- 
COVID-19 Pandemic 19 Pandemic 
Read the article Read the article 
IE [E 
Predicting and managing the spread of The Dark Web and the Coronavirus 
pandemics using social media Pandemic 
Read the article Read the article 


Market News 


E BE 
Payment apps may pose a coronavirus scam 
threat, AARP says 


Homeland Security Warns of Another Risk in 
Coronavirus Pandemic: Rampant Fraud 


G196 


Read the article Read the article 


EC I] 
FBI: Pensacola gunman prodded by al Qaeda to Remote working carries data breach risk for 
attack companies 
Read the article Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


SCHEDULE A DEMO 


EIE 


Unsubscribe 


Manage your profile 
Report this email as junk 
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From: Maurice Kwon 
Sent: Friday, May 8, 2020 8:51 PM 

To: James Rowley 

Subject: Re: James Rowley Update - Cobwebs Technologies 
Categories: responsive 


Hey Jim, no problem, I'll check it out. 


Thank You, 


Detective II M. Kwon #37395 

Digital Forensic Supervisor 

Los Angeles Regional Internet Crimes Against Children Task Force 
Los Angeles Police Department 

501 West Ocean Suite 7200 

Long Beach, California 90802 

Direct; 

37395 @lapd.online 


From: James Rowley 

Sent: Friday, May 8, 2020 2:09 PM 

To: Maurice Kwon <37395@lapd.online> 

Subject: RE: James Rowley Update - Cobwebs Technologies 


Resending 


Thanks for reaching out this week, even if it was on Blackbag- 
Have a good weekend. 


Regards, 
G198 


Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 


From: James Rowley 

Sent: Monday, February 17, 2020 8:38 AM 

To: 37395@lapd.online 

Subject: James Rowley Update - Cobwebs Technologies 


Good Morning Mo, 

I hope this email finds you well. | wanted to reach out and let you know that I have recently joined Cobwebs Technologies. Our OSNIT platform is a powerful 
web intelligence software that continuously analyzes online activity, collects and analyzes data from endless digital intelligence from the open, deep, and dark 
web. 

Attached here is an overview of the software, please take a look when you have a few minutes. | realize you may not be the correct person who handles the 
OSNIT/web intelligence as part of investigations, so if you can pass this on | would greatly appreciate it. Either way, | would stay in touch and still potentially to 
show you the software solution via webinar or during the Techno Security show next month. It does some pretty amazing things. 


| look forward to hearing back from you soon. 


Best regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 


Visit us at Booth #: 307 
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Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 


G200 


From: James Rowley 


Sent: Friday, May 8, 2020 2:10 PM 

To: Maurice Kwon 

Subject: RE: James Rowley Update - Cobwebs Technologies 
Attachments: Cobwebs Web Intelligence Brochure March 2019.pdf 
Categories: responsive 


Resending 


Thanks for reaching out this week, even if it was on Blackbag- 
Have a good weekend. 


Regards, 


jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


a COBWEBS 


From: James Rowley 

Sent: Monday, February 17, 2020 8:38 AM 

To: 37395 @lapd.online 

Subject: James Rowley Update - Cobwebs Technologies 


Good Morning Mo, 
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| hope this email finds you well. | wanted to reach out and let you know that | have recently joined Cobwebs Technologies. Our OSNIT platform is a powerful 
web intelligence software that continuously analyzes online activity, collects and analyzes data from endless digital intelligence from the open, deep, and dark 
web. 


Attached here is an overview of the software, please take a look when you have a few minutes. | realize you may not be the correct person who handles the 
OSNIT/web intelligence as part of investigations, so if you can pass this on | would greatly appreciate it. Either way, | would stay in touch and still potentially to 
show you the software solution via webinar or during the Techno Security show next month. It does some pretty amazing things. 


| look forward to hearing back from you soon. 


Best regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


on La Jolla T 


San Diego, CA 
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From: Cobwebs Technologies <noreply@cobwebs.com> 


Sent: Tuesday, April 21, 2020 6:54 AM 

To: Charles Moreno 

Subject: April Web Intelligence News, Events and Updates 
Categories: responsive 


w this email in your browser 


Despite the Corona virus, we at Cobwebs Technologies have been working in full gear for our 
customers and still have found time to raise a toast for Passover, together with a guest singer-Idan 
Haviv. 


Reminding you that you can join our FREE a 


web intelligence webinar series, suited 
especially for investigators and analysts from 
law enforcement, national security, and 


financial institutions. 


The Cobwebs Team 
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Join our Next Webinar: 


Radical Islamic groups on Social Media 


amres Wed, April 22, 2020 
11:00 AM EST, 02:00PM GMT 
OR 
10:00AM GMT 
90 Minutes 


Presented by: Danny Citrinowicz / Liam 
Weberman 


Learn about new ways used by Radical Islamic groups in order to bypass restrictions on social 
media. 


White Paper 


Dark Web Monitoring Challenges 


The world wide web has several layers. 
Legitimate users are familiar with the surface 


web, where data can be freely accessed using 


G204 


standard search engines, and the deep web, 
where information (e.g., personal bank accounts) 
can be accessed using unique login information. 
The third layer is the dark web (also referred to as 
the darknet), where content is not only very hard 
to access, requiring unique downloadable 
software programs, but users and transactions 
remain anonymous. Although there are legitimate 
users on the dark web, such as political 
dissidents, whistleblowers, and human rights 
activists, it is mainly a safe haven for criminal 
elements. 


In this white paper, you will learn more about: 


* The dark web and its users 

* The challenges that law enforcement faces 

« Why law enforcement uses WEBINT 
solutions to probe the dark web 


From Our Blog 
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Predicting and managing the spread of 


pandemics using social media 


Read the article 


From the Press 


Financial Institutions can use Al to stay 


immune from Corona-Fraud 


Read the article 


El E] 
Web Intelligence Helps Agencies Tackle Machine Learning and Artificial Intelligence 
Xenophobia Amid COVID-19 for Online Investigations 
Read the article Read the article 
Market News 
[E E] 


Coronavirus: 'Unprecedented' number of scams 


linked to virus 


Read the article 


New York State Confirms Breach of Government 


Network 


Read the article 


G206 


Criminals Selling Videoconferencing Credentials Coronavirus (COVID-19): increased risk of fraud 
on Dark Web and cybercrime against charities 


Read the article Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


SCHEDULE A DEMO 


EIE 


Unsubscribe 


Manage your profile 
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From: Cobwebs Technologies <info@cobwebs.com> 

Sent: Tuesday, ril 21, 2020 4:18 AM 

To: 

Subject: Join Cobwebs’ Webinar: Radical Islamic groups on Social Media 
Categories: responsive 


View this email in your browser 


Join our FREE webinar: 
Radical Islamic groups on Social Media 
Wed, April 22, 2020 
11:00 AM EST, 03:00PM GMT 
OR 
10:00AM GMT 
90 Minutes 
Presented by: Danny Citrinowicz / Liam weberman 


Learn about new ways used by Radical Islamic groups in order to bypass restrictions on 
social media. 
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According the schedule, enter the webinar 15 minutes before it begins in order to make sure 
Zoom is installed correctly. 


Click for Details and Registration 


About our webinars 


Our webinars unveil the latest technological developments and investigative methodologies to 
qualified professionals. Join our experts and discover how the web’s vast and hidden 
information can be accessed, analyzed, and monitored to enable automated insights, 
situational awareness and real-time alerts. 


Learn More from Our White Papers 


Unsubscribe from future mailings 


Manage your profile 
Report this email as junk 
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From: James Rowley 


Sent: Monday, April 13, 2020 11:29 AM 
To: ae 


Ce: Hansen, Sean J. (LA) (OGA) 
Subject: FW: NW3C Cobwebs dark web crypto presentation link 
Categories: responsive 


In case you would like to be able to share our recorded demo, it is now available, please see below. 


How are things going for you? Please let me know how we can help? 


Regards, 
jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


eS COBWEBS 


From: James Rowley 

Sent: Monday, April 13, 2020 11:24 AM 

To: ssmith@sacsheriff.com 

Subject: NW3C Cobwebs dark web crypto presentation link 


https://www.nw3c.org/webinars#OnDemand 
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About 20 min, for about 30-35 min is the meat/heart of it. 


Register 


| registered for this Live webinar 


Regards, 
Jim 


Using OSINT to Track Suspicious Cryptocurrency Activity 
Duration: 90 Minutes 


This webinar is intended for LAW ENFORCEMENT personnel: those who are directly attached to or work in support of « 
enforcement agency. Please register using your agency-issued email. 


Investigators face a great challenge in finding cryptocurrency wallets' footprints across the web and understanding who 
behind it. The webinar will focus on tracking those digital footprints on all levels of the internet, using advanced OSINT t 
tying malicious activities to networks of harmful individuals. By utilizing processes that involve Artificial Intelligence, incl. 
(Natural Language Processing) and OCR (Optical Character Recognition), mentions of crypto wallets, be it in posts, imi 
more, used for criminal and terrorist activities can be identified and flagged. The use of a proprietary deep crypto-wallet 
also visualize the values, growth, and interactions of these wallets across time. We will demonstrate the use of OSINT « 
we conduct quick and comprehensive searches, deep analyses, and assess real-time threats to track the wallet's prese 
identity across the open, deep and dark web. 


Presented by: 
Johnmichael O'Hare 
Arieh Ben-Am 


This Webinar is sponsored by Cobwebs Technologies NW3C is providing the webinar so that attendees can have more 
with which to evaluate how this capability might add value to them and the organizations they serve. NW3C does not st 
attendees' personally identifiable information with any third party without opt-in consent given during registration. 


Webinar Fee: $0.00 per attendee 
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Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


Kj COBWEB 
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From: James Rowley 


Sent: Wednesday, March 25, 2020 1:04 PM 
To: Alex Rozenblat 

Subject: NW3C Cobwebs webinar follow up 
Categories: responsive 


Hello Alex, 


Am reaching out, because of your previous attendance/involvement with the NW3C webinar, Open Source Web Intelligence is 
becoming an important part of the investigation process. 


As a reminder, our Tangles platform is used by analysts, agents and other professionals worldwide to tackle challenges like fraud, 
crime, terror, insider threats, trafficking and other risks, helping to create a safer world for all. 


How are your investigations including data from various digital and social media channels in the open, dark, and deep 

web? When using Tangles, you will be provided with crucial new insights, while drastically decreasing the amount of time from 
evidence collecting to an arrest. Being able to conduct a deep analysis from social media sources will allow you to gather 
accurate and complete data in minutes instead of days and weeks. 


Tangles also provides a solution for real-time threat analysis. Our real-time and open source module can be set up with a 
geofence and keywords to pinpoint a location. Your agency will have continuous visibility to a potentially dangerous mass or 
school shooting situations, but most of all stay ahead of it. 


If relevant to you then | would like to schedule a phone call with you, to further discuss any potential requirements from your 


agency and your OSNIT and WEBINT work flow. Additionally, potentially coordinate an updated web demo to highlight recent 
advancements of SW return processing, Snapchat and our real-time threat analysis capabilities. 
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Thank you for your time and I’m looking forward to hearing back from you soon (even if this is no longer of interest then please 
notify me, so | can remove you from our system for future follow ups). If opting out, please also let me know if there is a more 
relevant contact within your agency. 

Sincerely, 

Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


EE CORES 
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Cobwebs Technologies <noreply@cobwebs.com> 
Friday, March 20, 2020 10:57 PM 
Alex Rozenblat 


March Web Intelligence News, Events and Updates 


responsive 


View this email in your browser 


March 2020 Newsletter 


Following the recent developments around the Coronavirus, our teams at Cobwebs Technologies are 
fully committed to continue providing regular uptime and customer support you've come to expect 
from us, and we are ensuring full business continuity for our customers. 


We are proud to support our customers and partners around the globe. As part of our efforts, we are 
happy to announce our new online web intelligence webinar series, suited especially for investigators 
and analysts from law enforcement, national security, and financial institutions. 


The Cobwebs Team 
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Watch Johnmichael O’Hare from Cobwebs and Security 


Guy TV discussing OSINT 


I 


White Paper 


Visualizing Criminal Networks 


Organized crime networks are billion-dollar 
businesses operating in many crime areas. As a 
general rule, organized criminal networks are 
involved in many different types of criminal 
activities spanning several countries. These 


activities may include trafficking in people, drugs, 


illicit goods and weapons, armed robbery, 
counterfeiting, and money laundering. With 
revenues estimated in the billions, criminal 
networks have operating models, long-term 
strategies, hierarchies, and even strategic 
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alliances, all aimed at generating maximum profit 
with minimum risk. 


In this white paper, you will learn more about: 
* Criminal networks 


e Visualization of criminal networks 
+ WEBINT platform 


NLOAD WHITE PAPER 


E] E] 
COVID19: Short and long term How WEBINT tools can help 
impact on financial crime fighting cybercrime 
Read the article Read the article 
Market News 
IB IE 
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Thieves Swindle $2M From Coronavirus Preppers Coronavirus: How hackers are preying on fears of 


With Hand Sanitizer, Face Mask Scams Covid-19 


Read the article Read the article 


FBI and Police warn of coronavirus scam, a trick Coronavirus Live Updates: Nations Pledge Trillions 
to ransom your phone or computer to Stave Off Economic Catastrophe 
Read the article Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


SCHEDULE A DEMO 


EIE 


Unsubscribe from future mailings 
Manage your profile 
Report this email as junk 
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Cobwebs Technologies <info@cobwebs.com> 
Friday, March 20, 2020 6:22 AM 

Michel Moore 

_ Join Cobwebs’ web Investigation webinars 


responsive 


View this email in your browser 


Cobwebs Technologies is proud to announce a new web investigation 
webinar series, suited especially for investigators and analysts from law 
enforcement, national security and financial institutions. 

Join our first webinar “Introduction to WEBINT" 


Our next webinars: 


* Introduction to WEBINT 

e Social Media and Messaging Apps 

* Using OSINT to Track Suspicious Cryptocurrency Activity 
* Dark Web 


e Introduction to Cryptocurrency 
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« Intelligence Common Challenges 


Click for Details and Registration 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


EIE 


Unsubscribe from future mailinas 
Manage your profile 
Report this email as junk 
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From: James Rowley 


Sent: Thursday, Marcn iz, cucu 4:45 eii 
To: as) 


Subject: Cobwebs follow up 


Categories: responsive 


Afternoon Zz 


Thanks again for your time last week. 


It was a bit of a surprise to “run into” Margaret this week. And the next day, who else? Luis Topete- Small world! 


| fully understand, things take time, and when you are ready for more info or have us show other folks (major crimes or CT ?) 
or a trail run to test drive (in a possible attempt) to help justify a system like ours, please let me know. 


Regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
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Sent: Wednesday, March 4, 2020 4:14 PM 
To: James Rowley 

Subject: RE: Cobwebs white paper info 
Categories: responsive 

Thanks, Jim! 


LAPD Robbery-Homi 
Website: cli 


213) 486-6850 office 
ell/voicemail 


D aa ei 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative techniques, security procedures, and/or other legally privileged information. This 
information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is 
to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "righ/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection purposes. Unai 

interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications 
Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included 


herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)'third-party agency 
permission rules apply. 


From: James Rowley 


Sent: Wednesday, March 04, 2020 3:52 PM 
To; 


Subject: Cobwebs white paper info 
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Afternoon MEN, 
Thank you for your time today! Enjoyed talking with you and hope we have the chance to meet in person in the near future. 


Let me know if these attachments are helpful, and if Captain Long would want to watch 15 min recorded webinar- | can send a 
link and password to one- Kind of an executive summary of what we went through today on the drug case. 


One of your questions- We don't retain or search cjis info. Therefore that compliance doesn't apply to us- l'Il work on the 
other open question or two- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


Kj COBWEBS 
Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


lilton La Jo! rrey Pine 


San Diego, CA 
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From: James Rowley 


Sent: Wednesday, March 4, 2020 3:52 PM 

To: 

Subject: Cobwebs white paper info 

Attachments: Dark Web Monitoring Challenges - white papers.pdf; Fighting Gang Violence Leveraging Social Media - white paper.pdf; Final Alexandria Shooting.pdf; Final Sport 


Event.pdf; Terrorism in Central America.pdf; Use Case ISIS Recruiter 05.pdf 


Categories: responsive 


Afternoon | 


Thank you for your time today! Enjoyed talking with you and hope we have the chance to meet in person in the near future. 


Let me know if these attachments are helpful, and if Captain Long would want to watch 15 min recorded webinar- | can send a 
link and password to one- Kind of an executive summary of what we went through today on the drug case. 


One of your questions- We don't retain or search cjis info. Therefore that compliance doesn't apply to us- I'll work on the 
other open question or two- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
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Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 
Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: James Rowley 


Sent: ‘Tuesday, March 3, 2020 4:21 PM 
To: 
Subject: : double check and confirming for Weds Cobwebs demo? 


Categories: responsive 


Perfect- talk with you then- 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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ron S RN 


Sent: Tuesday, March 3, 2020 4:04 PM 
To: James Rowley 
Subject: RE: double check and confirming for Weds Cobwebs demo? 


Yessir — we're good to go. | invited an analyst from our Major Crimes Division, and my boss Sean, pending their availability... 


From: James Rowley 

Sent: Tuesday, March 03, 2020 4:01 PM 

To; 

Subject: double check and confirming for Weds Cobwebs demo? 


Afternoon Ml 


Just checking in real quick to make sure we are still al set for tomorrow at 11am? 


Look forward to speaking with you then (is there anyone else joining us from your side?) 
Regards, 


Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


) COBWEBS 
Visit us at Booth #: 307 
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Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: 


Sent: Tuesday, March 3, 2020 4:04 PM 

To: James Rowley 

Subject: RE: double check and confirming for Weds Cobwebs demo? 
Categories: responsive 


Yessir — we're good to go. | invited an analyst from our Major Crimes Division, and my boss Sean, pending their availability... 


From: James Rowley 

Sent: Tuesday, March 03, 2020 4:01 PM 

To: 

Subject: double check and confirming for Weds Cobwebs demo? 


Afternoon MN 


Just checking in real quick to make sure we are still al set for tomorrow at 11am? 


Look forward to speaking with you then (is there anyone else joining us from your side?) 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
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Visit us at Booth #: 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 
Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: James Rowley 

Sent: Tuesday, March 3, 2020 4:01 PM 

To: 

Subject: double check and confirming for Weds Cobwebs demo? 
Categories: responsive 


Afternoon | 


Just checking in real quick to make sure we are still al set for tomorrow at 1lam? 


Look forward to speaking with you then (is there anyone else joining us from your side?) 


Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
Visit us at Booth #: 307 
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Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: Cobwebs Technologies <noreply@cobwebs.com> 
Sent: Thursday, February 27, 2020 2:56 AM 

To: Michel Moore 

Subject: February Web Intelligence News, Events and Updates 
Categories: responsive 


View this email in your browser 


February 2020 


At Cobwebs Technologies we do our best to maintain global presence and enable all our customers 
and partners to meet with our team of analysts and sales. At the end of January we sponsored the 


Cybertech Exhibition in Tel-Aviv and on February we participated in the EU police congress, Berlin. 


It was great meeting new law enforcement [E 


agencies, private investigators and government 
officials. 


We hope to you see you soon on our upcoming 
events. 
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The Cobwebs Team 


ao | | 
Watch the Cybertech panel: OSINT and the Watch Cobwebs' Butterfly Effect Theory 
key to cracking Anti-Money Laundering and presented by Omri Timianker 


Terror Financing Investigation 


me 


White Paper 


E Osint: The Key for Cracking AML / 
CTF Investigations 


Under the leadership of the FATF, and with the 
support of the IMF, United Nations, World Bank, 
and other stakeholders, governments around the 
world have recognized the threat posed by money 
laundering and terror financing to the integrity of 
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their financial markets, and even global peace 


and security. 


From Washington and Brussels, to Singapore and 
Sydney; policymakers now are placing anti- 
money laundering (AML), and the counter 


financing of terrorism (CFT) at the top of their 


agendas. 


Articles 
a | [E 
OSINT Explained The Ultimate Way to Perform an Online 
Read the article Criminal Investigation Over the Dark Web 
Read the article 
c E 


The Use of Internet Monitoring Software for 
Preventative Policing 


Read the article 


What is Web Intelligence? Defining the Term 
in Simple Language with Advanced 
Technology 
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Read the article 


Events 


Techno Security & Digital Forensics Conference 
provides a unique education experience that 
blends together the digital forensics and 
cybersecurity industries for collaboration between 
government and private sectors. March 9-11, San 
Diego, CA 


Register now 


Market News 


Bo E] 
Wire Transfer Fraud: Financial Losses and 
Regulatory Sanctions 


Airbus to Pay Unprecedented $3.9 Billion for 
Multinational Bribery, FCPA Violations 


Read the article Read the article 


As Domestic Terrorists Outpace Jihadists, New The FBI Is Investigating Erik Prince For Trying To 
U.S. Law Is Debated Weaponize Crop Dusters 


Read the article Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


SCHEDULE A DEMO 


EIE 


Manage your profile 
Report this email as junk 
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From: 
Sent: 
To: 
Subject: 


Categories: 


James Rowley 

Monday, February 24, 2020 9:58 PM 

Scott Teubert 

James Rowley Update - Cobwebs Technologies 


responsive 


Hello , 


| hope this email finds things going well for you! Today, | wanted to reach out and let 
you know that | have recently joined Cobwebs Technologies. Our platform is 

a powerful web intelligence software that continuously analyzes online activity, 
collects and analyzes data from endless digital intelligence from the open, deep, and 
dark web. 


Specifically, the Tangles solution provides Social Network Analysis and threat 
monitoring for situational awareness; be it an active shooter scenario or investigating 


G238 


organized criminal activity- we can provide additional insights faster than any manual 


process. 


Attached here is an overview of the software, please take a look when you have a 
few minutes. | realize you may not be the correct person who handles the OSNIT 
web intelligence as part of your agency's investigations, therefore | would like to 
kindly ask you to direct me or you can pass this on- either way, | would greatly 


appreciate it. 


My goal here is to stay in touch and initiate a dialog to better understand how your 
agency is potentially incorporating OSNIT solution to ensure and provide a safer 
community. Glad to provide an overview via webinar or in-person if you are 
attending the Techno Security show next month. | think that you will agree with me 
that It does some pretty amazing things to advance investigations and help mitigate 
threats. 


| look forward to hearing back from you soon. 
Regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


Visit us at Booth #: 307 
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DOWNLOAD OUR BROCHURE 


Ell. 


E] 


Bl 


Unsubscribe from future mailinas 
Manage your profile 
Report this email as junk 
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From: 
Sent: Monday, February 24, 2020 3:31 PM 

To: James Rowley 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
Categories: responsive 


Yes, that’s perfect. Thanks! 


From: James Rowley 

Sent: Monday, February 24, 2020 3:03 PM 

To: 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Regards, 
Jim Rowley 
Cool, assuming March 4" works for you, name the time and I will send out a formal invite via Outlook/Zoom 


Sent: Monday, Februarv z 


To: James Rowley 
Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


You bet, sounds good. How about the first week of March on a late morning or early afternoon? 
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From: James Rowley 

Sent: Monday, February 24, 2020 2:50 PM 
To: 
Subject: 


E: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Yes Sir, 


| have been down the LAPD budgeting rabbit hole many a time, sometimes successful and sometimes not, but as Sean will tell you, | deeply commited to 
supporting LE, and in particular LAPD because | have lived in and around LA most of my adult life. If you guys like it and think you would really want to have it in 
the RHD tool box, | am confident to be able to make the pitch to Bob Long and Pete Zarcone as there are uses and justifications outside of RHD (Cpt. Tippet and 
Cmdr Clark) to make it happen, if it makes sense. 


With that disclaimer out of the way, when is good for you- this week or next? Glad to get on the phone and work out a time for us to do a web demo. 


Thanks, 
Jim 


From: 

Sent: Monday, February 24, 2020 2:27 PM 

To: James Rowley 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Hi Jim, 


Thanks for reaching out. My supervisor, Sean Hansen, speaks highly of and I’m always keen to learn about 


vendors/products that fill that niche and make my job easier. | think it would be best to do a brief web demo, if you're interested — for a few reasons: 


e We currently don't have any budget for your service 
e There is potential for future, based somewhat on the LA 2028 Olympics footprint 
e |do speak around the U.S. to law enforcement and like to mention (without endorsing) some products that are available to the LE OSINT community 
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Best, 


LAPD Robbery-Homicide Division 
Website: click here 

213) 486-6850 office 
cell/voicemail 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative techniques, security procedures, and/or other legally privileged information. This 
information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is 
1o be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "righ/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection purposes. Unauthorized 
interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications 
Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included 
herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)'third-party agency 
permission rules apply. 


From: James Rowley 

Sent: Monday, February 24, 2020 1:21 PM 
To:| 
Subje 


ALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Good Afternoon B 
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| hope this email finds things going well for you! Today, | wanted to reach out and let you know that | have recently joined 
Cobwebs Technologies. Our Tangles platform is used by analysts, agents and other professionals worldwide to tackle challenges 
like fraud, crime, terror, insider threats, trafficking and other risks, helping to create a safer world for all. 


As you are aware, because of your involvement with the International Association of Law Enforcement Intelligence Analysts 
(IALEIA), Open Source Web Intelligence is becoming an important part of the investigation process. Cobwebs platform allows 
analysts to conduct an automated data search from various digital channels in the open, dark, and deep web. 


You will be provided with crucial new insights, while drastically decreasing the amount of time from evidence collecting to an 
arrest. Our platform gives analysts the ability to easily use our advanced solution to assist with open source web 

intelligence. Being able to conduct a deep analysis from social media sources will allow you to gather accurate and complete data 
in minutes instead of days. Cobwebs also provides a solution for real-time threat analysis. Our real-time and open source 
analysis module can be set up with a geofence and keywords to pinpoint a location. 


LAPD will have continuous visibility to a potentially dangerous situation hiit most of all stay ahead of it. Due to the fact that we 
are speaking to major agencies and fusion centers in EN others. | believe Cobwebs would be an 
ideal fit for your agency as well. 


Please find our attached brochure with a review of our platform. | would like to schedule either a web demo with you as | am 
based here in San Diego and would like you to truly see the power of our solution. 


Thank you for your time and I’m looking forward to working with your department as | have a personal history of supporting LAPD 
for over the past 10 years. Which area/unit are you based? If you are not coming to Techno, we could come to LA on the morning 
of the 12^ March. 


Best regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
usat Booth E, 307 
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Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: James Rowley 

Sent: Monday, February 24, 2020 3:03 PM 

To: [eei 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
Categories: responsive 


Regards, 
Jim Rowley 
Cool, assuming March 4" works for you, name the time and I will send out a formal invite via Outlook/Zoom 


From: 

Sent: Monday, February 24, 2020 2:56 PM 

To: James Rowley 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


You bet, sounds good. How about the first week of March on a late morning or early afternoon? 


From: James Rowley 

Sent: Monday, February 24, 2020 2:50 PM 

To; 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
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Yes Sir, 


| have been down the LAPD budgeting rabbit hole many a time, sometimes successful and sometimes not, but as Sean will tell you, | deeply commited to 
supporting LE, and in particular LAPD because | have lived in and around LA most of my adult life. If you guys like it and think you would really want to have it in 
the RHD tool box, | am confident to be able to make the pitch to Bob Long and Pete Zarcone as there are uses and justifications outside of RHD (Cpt. Tippet and 
Cmdr Clark) to make it happen, if it makes sense. 


With that disclaimer out of the way, when is good for you- this week or next? Glad to get on the phone and work out a time for us to do a web demo. 


Thanks, 
Jim 


From: 

Sent: Monday, February 24, 2020 2:27 PM 

To: James Rowley 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Hi Jim, 


Thanks for reaching out. My supervisor, Sean Hansen, speaks highly of Em  — | |] and I’m always keen to learn about 


vendors/products that fill that niche and make my job easier. | think it would be best to do a brief web demo, if you're interested — for a few reasons: 


e We currently don't have any budget for your service 
e There is potential for future, based somewhat on the LA 2028 Olympics footprint 
e |do speak around the U.S. to law enforcement and like to mention (without endorsing) some products that are available to the LE OSINT community 


LAPD Robbery-Homicide Division 
Website k here 

(213) 486-6850 office 
EE voice 
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CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative techniques, security procedures, and/or other legally privileged information. This 
information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is 
tobe controlled, stored, handled, transmitted, distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "righ/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection purposes. Unauthorized 
interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications 
Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included 
herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)ithird-party agency 
permission rules apply. 


From: James Rowley 

Sent: Monday, February 24, 2020 1:21 PM 

To;| 

Subject: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Good Afternoon, 


| hope this email finds things going well for you! Today, | wanted to reach out and let you know that | have recently joined 
Cobwebs Technologies. Our Tangles platform is used by analysts, agents and other professionals worldwide to tackle challenges 
like fraud, crime, terror, insider threats, trafficking and other risks, helping to create a safer world for all. 


As you are aware, because of your involvement with the International Association of Law Enforcement Intelligence Analysts 


(IALEIA), Open Source Web Intelligence is becoming an important part of the investigation process. Cobwebs platform allows 
analysts to conduct an automated data search from various digital channels in the open, dark, and deep web. 


G248 


You will be provided with crucial new insights, while drastically decreasing the amount of time from evidence collecting to an 
arrest. Our platform gives analysts the ability to easily use our advanced solution to assist with open source web 

intelligence. Being able to conduct a deep analysis from social media sources will allow you to gather accurate and complete data 
in minutes instead of days. Cobwebs also provides a solution for real-time threat analysis. Our real-time and open source 
analysis module can be set up with a geofence and keywords to pinpoint a location. 


LAPD will have continuous visibility to a potentially dangerous situation, but most of all stay ahead of it. Due to the fact that we 
are speaking to major agencies and fusion centers in "m)jÓ— £ others. | believe Cobwebs would be an 
ideal fit for your agency as well. 


Please find our attached brochure with a review of our platform. | would like to schedule either a web demo with you as | am 
based here in San Diego and would like you to truly see the power of our solution. 


Thank you for your time and I’m looking forward to working with your department as | have a personal history of supporting LAPD 
for over the past 10 years. Which area/unit are you based? If you are not coming to Techno, we could come to LA on the morning 
of the 12^ March. 


Best regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
usat Booth d 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: 
Sent: Monday, February 24, 2020 2:56 PM 


To: James Rowley 
Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
Categories: responsive 


You bet, sounds good. How about the first week of March on a late morning or early afternoon? 


From: James Rowley 

Sent: Monday, February 24, 2020 2:50 PM 

To:| 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Yes Sir, 


| have been down the LAPD budgeting rabbit hole many a time, sometimes successful and sometimes not, but as Sean will tell you, | deeply commited to 
supporting LE, and in particular LAPD because | have lived in and around LA most of my adult life. If you guys like it and think you would really want to have it in 
the RHD tool box, | am confident to be able to make the pitch to Bob Long and Pete Zarcone as there are uses and justifications outside of RHD (Cpt. Tippet and 
Cmdr Clark) to make it happen, if it makes sense. 


With that disclaimer out of the way, when is good for you- this week or next? Glad to get on the phone and work out a time for us to do a web demo. 
Thanks, 


Jim 


From: 
Sent: Monday, February 24, 2020 2:27 PM 
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To: James Rowley 
Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
Hi Jim, 


Thanks for reaching out. My supervisor, Sean Hansen, speaks highly of o a and I'm always keen to learn about 
vendors/products that fill that niche and make my job easier. | think it would be best to do a brief web demo, if you're interested — for a few reasons: 


e We currently don't have any budget for your service 
e There is potential for future, based somewhat on the LA 2028 Olympics footprint 
e |do speak around the U.S. to law enforcement and like to mention (without endorsing) some products that are available to the LE OSINT community 


Best, 


E Ea] 
LAPD Robbery-Homicide Di 
Website: click here 

(213) 486-6850 office 
EE Cell/voicemail 
EE rail 


ion 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative techniques, security procedures, and/or other legally privileged information. This 
information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is 
to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "righ/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection purposes. Unauthorized 
interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications 
Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included 
herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)/third-party agency 
permission rules apply. 


From: James Rowley 
Sent: Monday, February 24, 2020 1:21 PM 
To: ERN - ST 


Subject: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
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Good Afternoon 


| hope this email finds things going well for you! Today, | wanted to reach out and let you know that | have recently joined 
Cobwebs Technologies. Our Tangles platform is used by analysts, agents and other professionals worldwide to tackle challenges 
like fraud, crime, terror, insider threats, trafficking and other risks, helping to create a safer world for all. 


As you are aware, because of your involvement with the International Association of Law Enforcement Intelligence Analysts 
(IALEIA), Open Source Web Intelligence is becoming an important part of the investigation process. Cobwebs platform allows 
analysts to conduct an automated data search from various digital channels in the open, dark, and deep web. 


You will be provided with crucial new insights, while drastically decreasing the amount of time from evidence collecting to an 
arrest. Our platform gives analysts the ability to easily use our advanced solution to assist with open source web 

intelligence. Being able to conduct a deep analysis from social media sources will allow you to gather accurate and complete data 
in minutes instead of days. Cobwebs also provides a solution for real-time threat analysis. Our real-time and open source 
analysis module can be set up with a geofence and keywords to pinpoint a location. 


LAPD will have continuous visibility to a potentially danaerous situation. but most of all stay ahead of it. Due to the fact that we 


are speaking to major agencies and fusion centers in E) and others. | believe Cobwebs would be an 
ideal fit for your agency as well. 


Please find our attached brochure with a review of our platform. | would like to schedule either a web demo with you as | am 
based here in San Diego and would like you to truly see the power of our solution. 


Thank you for your time and I’m looking forward to working with your department as | have a personal history of supporting LAPD 
for over the past 10 years. Which area/unit are you based? If you are not coming to Techno, we could come to LA on the morning 
ofthe 12^ March. 


Best regards, 
Jim 
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Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


j COBWEBS 
it us at Booth d 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: James Rowley 


Sent: Monday, February 24, 2020 2:50 PM 

To: 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
Categories: responsive 


Yes Sir, 


| have been down the LAPD budgeting rabbit hole many a time, sometimes successful and sometimes not, but as Sean will tell you, | deeply commited to 
supporting LE, and in particular LAPD because | have lived in and around LA most of my adult life. If you guys like it and think you would really want to have it in 
the RHD tool box, | am confident to be able to make the pitch to Bob Long and Pete Zarcone as there are uses and justifications outside of RHD (Cpt. Tippet and 
Cmdr Clark) to make it happen, if it makes sense. 


With that disclaimer out of the way, when is good for you- this week or next? Glad to get on the phone and work out a time for us to do a web demo. 


Thanks, 
Jim 


From; 

Sent: Monday, February 24, 2020 2:27 PM 

To: James Rowley 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Hi Jim, 


Thanks for reaching out. My supervisor, Sean Hansen, speaks highly of you. se ——— 23 s and I’m always keen to learn about 
vendors/products that fill that niche and make my job easier. | think it would be best to do a brief web demo, if you're interested — for a few reasons: 


e We currently don’t have any budget for your service 
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e There is potential for future, based somewhat on the LA 2028 Olympics footprint 
e |do speak around the U.S. to law enforcement and like to mention (without endorsing) some products that are available to the LE OSINT community 


Best, 


LAPD Robbery-Homicide Division 


Website: click here 
(213) 486-6850 office 


icell/voicemail 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative techniques, security procedures, and/or other legally privileged information. This 
information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is 
to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "righ/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection purposes. Unauthorized 
Disco ei ien nx dicio DM cb aiid E Hbi enc ey olde aE o cin ae UR. Escher PE A ciel Mis Duca Ford oh oap 
Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included 
herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)'third-party agency 
permission rules apply. 


From: James Rowley 
Sent: Monday, February 24, 2020 1:21 PM 


ALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Good Afternoon =a 
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| hope this email finds things going well for you! Today, | wanted to reach out and let you know that | have recently joined 
Cobwebs Technologies. Our Tangles platform is used by analysts, agents and other professionals worldwide to tackle challenges 
like fraud, crime, terror, insider threats, trafficking and other risks, helping to create a safer world for all. 


As you are aware, because of your involvement with the International Association of Law Enforcement Intelligence Analysts 
(IALEIA), Open Source Web Intelligence is becoming an important part of the investigation process. Cobwebs platform allows 
analysts to conduct an automated data search from various digital channels in the open, dark, and deep web. 


You will be provided with crucial new insights, while drastically decreasing the amount of time from evidence collecting to an 
arrest. Our platform gives analysts the ability to easily use our advanced solution to assist with open source web 

intelligence. Being able to conduct a deep analysis from social media sources will allow you to gather accurate and complete data 
in minutes instead of days. Cobwebs also provides a solution for real-time threat analysis. Our real-time and open source 
analysis module can be set up with a geofence and keywords to pinpoint a location. 


LAPD will have continuous visibility to a potentially dangerous situation, but most of all stay ahead of it. Due to the fact that we 
are speaking to major agencies and fusion centers in x £ others. | believe Cobwebs would be an 
ideal fit for your agency as well. 


Please find our attached brochure with a review of our platform. | would like to schedule either a web demo with you as | am 
based here in San Diego and would like you to truly see the power of our solution. 


Thank you for your time and I’m looking forward to working with your department as | have a personal history of supporting LAPD 
for over the past 10 years. Which area/unit are you based? If you are not coming to Techno, we could come to LA on the morning 
of the 12^ March. 


Best regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


COBWEBS 
us at Booth E, 307 


G256 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: as 

Sent: Monday, February 24, 2020 2:27 PM 

To: James Rowley 

Subject: RE: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
Categories: responsive 

Hi Jim, 


Thanks for reaching out. My supervisor, Sean Hansen, speaks highly of you. EBEN and I'm always keen to learn about 
vendors/products that fill that niche and make my job easier. | think it would be best to do a brief web demo, if you're interested — for a few reasons: 


e We currently don't have any budget for your service 
e There is potential for future, based somewhat on the LA 2028 Olympics footprint 
e |do speak around the U.S. to law enforcement and like to mention (without endorsing) some products that are available to the LE OSINT community 


Best, 


[e Pil 

LAPD Robbery-Homicide Divi: 
Website: click here 

(213) 486-6850 office 
EE cell/voicemail 
[o TT 


ion 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, refers to investigative techniques, security procedures, and/or other legally privileged information. This 
information, upon suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is 
to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other 
personnel who do not have a valid "righ/need-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection purposes. Unauthorized 
interception, review, use or disclosure of all content and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications 
Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included 
herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)/third-party agency 
permission rules apply. 
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From: James Rowley 


Sent: Monday, February 24, 2020 1:21 PM 
Bo — —] 


Subject: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 


Good Afternoon EN 


| hope this email finds things going well for you! Today, | wanted to reach out and let you know that | have recently joined 
Cobwebs Technologies. Our Tangles platform is used by analysts, agents and other professionals worldwide to tackle challenges 
like fraud, crime, terror, insider threats, trafficking and other risks, helping to create a safer world for all. 


As you are aware, because of your involvement with the International Association of Law Enforcement Intelligence Analysts 
(IALEIA), Open Source Web Intelligence is becoming an important part of the investigation process. Cobwebs platform allows 
analysts to conduct an automated data search from various digital channels in the open, dark, and deep web. 


You will be provided with crucial new insights, while drastically decreasing the amount of time from evidence collecting to an 
arrest. Our platform gives analysts the ability to easily use our advanced solution to assist with open source web 

intelligence. Being able to conduct a deep analysis from social media sources will allow you to gather accurate and complete data 
in minutes instead of days. Cobwebs also provides a solution for real-time threat analysis. Our real-time and open source 
analysis module can be set up with a geofence and keywords to pinpoint a location. 


LAPD will have continuous visibility to a potentially dangerous situation, but most of all stay ahead of it. Due to the fact that we 
are speaking to major agencies and fusion centers in | R others. | believe Cobwebs would be an 
ideal fit for your agency as well. 


Please find our attached brochure with a review of our platform. | would like to schedule either a web demo with you as | am 
based here in San Diego and would like you to truly see the power of our solution. 
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Thank you for your time and I’m looking forward to working with your department as | have a personal history of supporting LAPD 
for over the past 10 years. Which area/unit are you based? If you are not coming to Techno, we could come to LA on the morning 
of the 12^ March. 

Best regards, 

Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: James Rowley 


Sent: Monday, February 24, 2020 1:21 PM 

To: 

Subject: IALEIA Conference follow up & James Rowley Update - Cobwebs Technologies 
Attachments: Cobwebs Technologies Web Intelligence Brochure.pdf 

Categories: responsive 


Good Afternoon is si] 


| hope this email finds things going well for you! Today, | wanted to reach out and let you know that | have recently joined 
Cobwebs Technologies. Our Tangles platform is used by analysts, agents and other professionals worldwide to tackle challenges 
like fraud, crime, terror, insider threats, trafficking and other risks, helping to create a safer world for all. 


As you are aware, because of your involvement with the International Association of Law Enforcement Intelligence Analysts 
(IALEIA), Open Source Web Intelligence is becoming an important part of the investigation process. Cobwebs platform allows 
analysts to conduct an automated data search from various digital channels in the open, dark, and deep web. 


You will be provided with crucial new insights, while drastically decreasing the amount of time from evidence collecting to an 
arrest. Our platform gives analysts the ability to easily use our advanced solution to assist with open source web 

intelligence. Being able to conduct a deep analysis from social media sources will allow you to gather accurate and complete data 
in minutes instead of days. Cobwebs also provides a solution for real-time threat analysis. Our real-time and open source 
analysis module can be set up with a geofence and keywords to pinpoint a location. 


LAPD will have continuous visibility to a potentially dangerous situation, but most of all stay ahead of it. Due to the fact that we 


are speaking to major agencies and fusion centers in | Rs others. | believe Cobwebs would be an 
ideal fit for your agency as well. 


Please find our attached brochure with a review of our platform. | would like to schedule either a web demo with you as | am 
based here in San Diego and would like you to truly see the power of our solution. 
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Thank you for your time and I’m looking forward to working with your department as | have a personal history of supporting LAPD 
for over the past 10 years. Which area/unit are you based? If you are not coming to Techno, we could come to LA on the morning 


of the 12^ March. 
Best regards, 
Jim 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


| COBWEBS 
Visit us at Booth E? 307 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: Cobwebs Technologies 

Sent: Thursday, February 20, 2020 12:15 AM 

To: Arturo Sandoval 

Subject: Discount code for Techno Security & Digital Forensics Conference 
Categories: responsive 


Register Now! 


Gl}, | Ed} | ly 
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Unsubscibe from these emails 
View and Update your Profile 
Report this email as Junk 
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From: James Rowley 


Sent: Monday, February 17, 2020 8:38 AM 

To: Maurice Kwon 

Subject: James Rowley Update - Cobwebs Technologies 
Attachments: Cobwebs Web Intelligence Brochure March 2019.pdf 
Categories: responsive 


Good Morning Mo, 


| hope this email finds you well. | wanted to reach out and let you know that | have recently joined Cobwebs Technologies. Our OSNIT platform is a powerful 
web intelligence software that continuously analyzes online activity, collects and analyzes data from endless digital intelligence from the open, deep, and dark 
web. 


Attached here is an overview of the software, please take a look when you have a few minutes. | realize you may not be the correct person who handles the 
OSNIT/web intelligence as part of investigations, so if you can pass this on | would greatly appreciate it. Either way, | would stay in touch and still potentially to 
show you the software solution via webinar or during the Techno Security show next month. It does some pretty amazing things. 


| look forward to hearing back from you soon. 


Best regards, 
Jim Rowley 


Jim Rowley | Director, Sales & Business Development 


Website www.cobwebs.com 


|] COBWEBS 
Visit us at Booth #: 307 


G265 


Techno Security & 
Digital Forensics 
Conference 


March 9-11, 2020 


Hilton La Jolla Torrey Pines 


San Diego, CA 
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From: Cobwebs Technologies <info@cobwebs.com> 
Sent: Sunday, January 19, 2020 12:20 AM 

To: Donald Graham 

Subject: January Web Intelligence News, Events and Updates 
Categories: responsive 


N this email in your browser 


January 2020 Newsletter 


Cobwebs Technologies is entering 2020 with new solutions for the government and private 
sector. 


We are happy to serve our worldwide customers from law enforcement and national 
security agencies, anti-terror units, immigration, cyber authorities, public safety, and border 
control entities to help their investigators to identify perpetrators, reveal and prevent threats. 


This year's new solutions for the private sector will solve challenges of protecting asset 
protection, infrastructure risks, digital attacks, KYC, AML, CTF, cyber threat intelligence, 


customer due diligence and more. 
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The solutions are suited for corporate security teams, the financial services markets, and 
security departments protecting critical infrastructure. 


The Cobwebs Team 


White Paper 


How to Combat the Illegal Use of 
Cryptocurrency 


Various financial institutions worldwide are 
implementing intelligence solutions in order to 
trace cryptocurrency transactions sources and 
prevent the financing of terror. Identifying threat 
actors who mask their identities in sophisticated 
methods can be a challenging task without the 
use of advanced technologies who can quickly 
and accurately trace their digital footprints. 
Cobwebs white paper: How to Combat the Illegal 
Use of Cryptocurrency provides an overview of: 


o Cryptocurrency and Cybercrime 
c The Need for Al-Powered WEBINT 
Solutions 


s Cobwebs Technologies Approach 


Articles 
BB 'v-z E] 
Adapting HUMINT Methodology for Cyber Using Web Intelligence for Criminal 
Investigations Investigations 
Read the article Read the article 
Events 


[x] 


Join Cybertech TLV 2020 from the 28th to the 
30th of January at Tel Aviv Expo, 

TLV, Israel. Cybertech TLV has been one of the 
leading Cyber events in the world, hosting more 
than 18k. 

Register now 
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The European Police Congress is an international 
congress for decision makers from police forces 
and security authorities and industries. February 
4-5, Berlin 

Register now 


Market News 


@*** I 


Tennessee Teenager Arrested For Posting Social 


A legal guide to the new anti-money laundering 
Media Threat Against Calabasas High School 


rules in the UK 


Beas the article Read the article 
amoo E] 
HEX Token Scam claims dog Richard Hearts The Deadly Pensacola Military Base Shooting Was 
scheme An Act Of Terrorism, US Attorney General Says 
Read the article Read the article 
About Cobwebs Technologies 
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Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 


intelligence experts, enabling insightful solutions to our customers. 


SCHEDULE A DEMO 


[EIE 


Unsubscribe from future maili 
Manage your profile 
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From: Cobwebs Technologies <info@cobwebs.com> 


Sent: ‘Sunday, December 22, 2019 5:05 AM 

To: Donald Graham 

Subject: December Worldwide Web Intelligence News and Updates 
Categories: responsive 


[remm] View this email in your browser | 
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December 2019 Newsletter 


Concluding 2019 as a year filled with events, webinars and meetings globally, we at 
Cobwebs Technologies want to express our appreciation for your loyalty and trust in our 
solutions and services and to thank you for taking the time to meet with our team this year. 


We appreciate you sharing your knowledge about the roles and responsibilities required for 
a project like ours. 


You have our sincere appreciation and we hope to continue working with you in the future. 


We look forward to a fruitful collaboration in 2020. 


The Cobwebs Team 


We are proud to announce our new solutions for the financial sector. Our new features will 
enable to combat the illegal use of Cryptocurrency. 


Cobwebs' new solution allows law enforcement to untangle terror financing networks, 
analyze terrorist financing web posts, decompose the various elements used (e.g., bitcoin 
payments, messages, emails, etc.), and trace bitcoin transaction from the source via the 
transactions network to the destination. Law enforcement agencies will get insight into all 
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the financial interactions between tagged wallets, local and foreign exchanges, dark web 
marketplaces, donors, and the tagged terror. 


Recorded Webinar by former officer 
Mr. John Ohare 


G275 


Articles 
El E] 
Preventing Crime Targeted at Financial The Concept and Impacts of Media Intelligence 
Institutions With Analysis & Exploitation of OSINT 
and CRI Read the article 
Read the article 
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Choosing the right forensic tool to make your Web Intelligence Software Leverages Criminal 
investigation the most efficient and productive Background Checks, Suspect Identification & 


Crime Resolution Accuracy with the Power of Al 
Read the article 


Read the article 


Events 
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Join Cybertech TLV 2020 from the 28th to the 
30th of January at Tel Aviv Expo, 

TLV, Israel. Cybertech TLV has been one of the 
leading Cyber events in the world, hosting more 
than 18k. 


Register now 


Market News 
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Aman stole $88,000 from a bank vault. The FBI 
caught him after he flashed stacks of bills on 
social media. 


Sophistication Among Drug Traffickers Making It 
Necessary To Conduct Online Drug Investigations 


Read the article 
Read the article 
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Cryptoqueen: How this woman scammed the 
world, then vanished 


The City Of New Orleans Suffered Ryuk 
Ransomware Attack 


Read the article Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 
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SCHEDULE A DEMO 


Unsubscribe from future mailinas 
Manage your profile 
Report this email as junk 
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From: Cobwebs Technologies <info@cobwebs.com> 


Sent: Thursday, December 12, 2019 9:28 AM 

To: Arturo Sandoval 

Subject: Happy Holidays from Cobwebs Technologies 
Categories: responsive 


Dear Friends, Partners, and Customers, 


Thank you all for joining our continued effort to make our community a better and safer place. 
We look forward to seeing you again during 2020. 
Happy Holidays and Happy 2020 from all of us at COBWEBS Technologies. 
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com 


Email: info@cobwebs.com | Tel: +1-212-201-9256 | 1441 Broadway, New York, NY 10018 USA 


Manage your profile 
Report this email as junk 
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Cobwebs Technologies <info@cobwebs.com> 
Wednesday, December 11, 2019 12:49 AM 


‘Come see us at Cybertech Global 2020! | 28-30/01/2020 


responsive 


If you cannot see this email click here 


You heard it here first! Cobwebs Technologies will be participating in 
Cybertech Global in Tel Aviv, taking place January 28-30, 2020 at 
EXPO Tel Aviv. 


The 3-day conference will feature the latest insights with keynote addresses, 
breakout sessions and special events while the expansive exhibition space will 
feature new and innovative technologies and solutions. 


Cybertech has proven to be the world's chosen networking platform, bringing 
together the entire cyber ecosystem - from government heads to thought leaders, 
startups to industry giants. Schedule meetings with other forward-thinking cyber 
professionals and take advantage of this unique networking opportunity. 


We hope to see you there! 
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WEBSITE REGISTRATION 


Cybertech Global Events 
yber@ nfi 


Arrowmedia | Registered database No. 60002930 | Ha'Gavish 3 | Kfar Saba | P.O.Box 7107 | 44424 
| Israel | 074-7031211 
Unsubscribe | Report as spam 


Unsubscribe from future mailings 
Manage your profile 
Report this email as junk 


View in browser 


G287 


From: 


Sent: Monday, December 2, 2019 6:01 AM 
To: [1 


Subject: Following the National Fusion Association Conference 


Categories: responsive 


Hello, 


We hope you enjoyed your experience at this year's National Fusion Center 
Conference, as well as gained important knowledge to help with your 


investigations. 


When you have some time we would like to further discuss how Cobwebs' 


open-source web intelligence platform could help ease your daily workflow. 


The ability to quickly gain vital intelligence on the open, deep, and dark web, 
in addition to our real-time threat analysis component will increase your 
investigation efficiency. Please see the link below for more information and 
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contact me to set up some time for a demonstration. 


I look forward to hearing back from you soon. 
Have a great holiday season and a happy new year! 


Best regards, 


Evan Hiatt | Sales Director, North America 


1441 Broadway, 5 floor New York, NY 10018 


Website: www.cobwebs.com 


iE] 


Manage your profile 
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From: Cobwebs Technologies <info@cobwebs.com> 

Sent: Wednesday, November 27, 2019 2:27 AM 

To: Ruby Flores 

Subject: November Worldwide Web Intelligence News, Tools and Updates 
Categories: responsive 


View this email in your browser 


iE 


November 2019 Newsletter 


Cobwebs Technologies participated in the multiple events worldwide this month and 
demonstrated our various solutions to law enforcement analysts and investigators. 


Our constant team's growth worldwide enables us to participate in more events and reach 


all types of audiences, learn new challenges ,and maintain the commitment to our vision of 
making the world a safer place. 


ES C IE 


Annual Training Event of the National Fusion 
Center, Virginia, USA 


IACP Convention at Illinois, Chicago, USA 


EH oo [n 
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Cobwebs and IOTT at ISS Panama GovWare2019, Singapore. 


El 

Mind The Tech Tel Aviv Milipol, Paris 

a | 
Ill - NPCC, UK 
E | 
Articles 

Mind The Tech Tel Aviv Milipol, Paris 

E] 
OSINT - The Rich Effect on Information Countering the Use of Social Media by Extremists 


with Big Data 


Read the article 
Read the article 
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| bl 


Harnessing the power of Al and OSINT over Fake Harnessing the power of Al and OSINT over Fake 


News News 
Read the article Read the article 
Events 
IE 
Join Cybertech TLV 2020 from the 28th to the 
30th of January at Tel Aviv Expo, 
TLV, Israel. Cybertech TLV has been one of the 
leading Cyber events in the world, hosting more 
than 18k. 
Register now 
Market News 
BBIC CC E] 
Web Intelligence Case Studies Have Proven Beneficial For Sophistication Among Drug Traffickers Making It Necessary To 
Detecting Online Malicious Activity Conduct Online Drug Investigations 
Read the article Read the article 
E] El 
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Human Trafficking On Dark Web A Timeless Tradition Being Challenged By Osint 


Read the article Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 
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Cobwebs Technologies <evan.hiatt@cobwebs.com> 
Tuesday, October 29, 2019 6:09 AM 


NFCA Annual Training Event Invitation 


responsive 


Ho | 


NFCA Annual Training Event 


Join us at the NFCA Annual Training event at 
Hilton Alexandria Mark Center. 


Booth :70 
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Event is open for Fusion Center Personnel, NFCA Members and 


Federal, State and Local Government Partners Only 


Hilton Alexandria Mark Center 
5000 Seminary Road 
Alexandria, Virginia 22311 


RSVP NOW 


Make sure your agency visits our booth for a hands-on demonstration of our AI-powered open- 
source web intelligence platform. We look forward to showing you how our platform can 
drastically increase your efficiency, and provide intelligence that you are currently not getting 
access to from the open, deep, and dark web. 

Please contact me at the information below to set up a time to meet at our booth #70. 


We look forward to meeting with you in Alexandria. 


Evan Hiatt | Sales Director , North America 
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1441 Broadway, 5* floor New York, NY 10018 
Website http://secure- 


web.cisco.com/13KgGjCGyakVihArf6JhOxHaYGSOa2cOReWk7czM8AKO9UI62IqrSkRODN- 


bYhiWNfts2e25iIGynxl3xSXLM9jNEByznObZjmg102Z-LEUDaCOw5- 


JyGafilk0feHabgkNy4LSS3LbzE5aCcX6PUxx2XpsAkNft3rsqubSIML7IHAPItWVkAcABMW- 


EZOST! 2FHemsj d7fn 2ir7kWReT1 iHjgXC I7oWGVstwCs54id- 
8 -fxa6: 0) 


Unsubscribe from these emails 


View in browser 
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Cobwebs Technologies <info@cobwebs.com> 
Sunday, October 27, 2019 4:07 AM 
Alex Rozenblat 


October Worldwide Web Intelligence News, Tools and Updates 


responsive 


View this email in your browser 


iE] 


October 2019 Newsletter 


Cobwebs Technologies is proud to introduce new capabilities designed specifically for the 


financial services sector, enabling to meet the precise cybersecurity needs and challenges of 
banking and financial institutions. 


Our tools empower your organization with the ability to quickly and efficiently anticipate direct 
threats, identify and block suspicious activity and fraud attempt, and identify high-risk 
customers. 


With our new capabilities you can now: 


* Crack AML Investigations 
* Prevent Counter-Terror Financing (CTF) 
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Know Your Customer (KYC) 

Detect Data Breaches 

Leverage Cyber Threat Protection 
Achieve an Optimal Risk Assessment 


Articles 


Cobwebs Technologies: Deep Web Detective 


Read the article 


Optimizing Web Intelligence in the Battle 
Against Terror Fundraising 


Read the article 
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OSINT: The key to cracking AML/CTF 
investigations 


Read the article 


Events 


The National Police Chiefs' Councils Annual 


Internet Intelligence and Investigations 
Conference will take place from 19 to 21 
November 2019, at Hinckley Island 
Conference Centre, Leicestershire. This is the 
only annual NPCC Conference dedicated to 
online Investigations (Including Open Source). 


Register now 
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Leading Event For Homeland Security and 
Safety. 
Bl Milipol Paris, the leading event for homeland 


security is organized under the patronage of 
the French Ministry of Interior. It is an official 
event carried out in partnership with the French 
National Police and Gendarmerie, Civil 
Defence Service, French Customs, City Police, 
Interpol, etc. 


Register now 


Market News 
EC | [m 
Global OSINT Market Expected to Reach USD 25,900 million Bank of America Is Now Hiring in Blockchain, Not Just Filing 
by 2026 Patents 
Read the article Read the article 
E] IB 
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Facebook and partners move forward with Libra 


cryptocurrency after string of exits 


Read the article 


Federal authorities say they are monitoring ‘Joker’ social media 


threats 


Read the article 


Our Collective Responsibility for Mass Shootings 


Read the article 


| i8 


US Army warns about possible mass shootings by incels 
at ‘Joker’ screenings 


Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search platform for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 


efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


a 


DISCOVER 
Collect data from the open 
web, social media, blogs, 
deep and dark web 


E 


INTERPRET 
Connect the dots and interact 
with the Internet's never- 
ending stream of content 


E 


PROTECT 
Gain situational awareness 
and yield optimal response to 
crises and emergencies. 
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SCHEDULE A DEMO 


EIE 


Unsubscribe from future mailinas 


Manage your profile 
Report this email as junk 
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‘Cobwebs Technologies <info@cobwebs.com> 
A 20, 2019 10:32 PM 


Subject: September jide Web Intelligence News, Tools and Updates 
Categories: responsive. 


View this email in your browser 


EJ 


September 2019 Newsletter 


Cobwebs Technologies was a lead sponsor 
m at the ISS World North America conference. 
It was a great experience to participate in the 
event and to meet with government and 


private agencies professionals, providing 
training and insights, and of course the prize 
of a new tablet. 
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We hope you were able to attend our training 
sessions and will be happy to discuss further 
about any of these topics: 


* Global terror butterfly effect: Social 
network and real time threat analysis 
of lone wolves terrorism 

* Fighting the Opioid Epidemic: Dark 
Web & Social Networks Investigation 

+ Utilizing Al-Powered Web Intelligence 
for Deep Web intricate investigations 


Understanding Web Use Patterns, Could Stop the Next Lone Wolf Terrorist. Watch 
Omri Timianker, Cobwebs’ president speak at the Calcalist's third annual Mind the 
Tech conference in London last Thursday. 


E 
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Watch our Web Intelligence Webinar 


Can Al Prevent Future Mass Shootings? 


= | 


Articles 


Preventing Terror and Public Order: Mass 
Shooting Detection Tools 


Read the article 
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Events 


Developed by OSINT (Open Source 
| Intelligence) investigators for the legal, 


law enforcement, investigative, business 
and accounting community, the 
OSMOSIS conference brings the most 
cutting-edge methodologies and power 
techniques to get actionable search 
results right from the comfort of your own 
computer. 


Register now 


The IACP Annual Conference and Exposition 
has been the foundation, providing leaders 
with new strategies, techniques, and resources 
they need to successfully navigate the evolving 
policing environment. October 26-29 


Register now 


Market News 


Texas shooter FAILED a gun purchase 
background check before finding another way 
to get his hands on the assault rifle used to kill 
seven and injure 22 people. 


Seth Ator, 36, has been identified as the 
shooter who killed seven people and injured 22 
others during a spree on Saturday afternoon in 
Odessa, Texas 


Read the article 
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El 


Parliament Member Under Hate Crime 
Investigation for Posting Scripture on 
Facebook 


Read the article 


[E] 


EFCC arrests 113 cyber crime suspects 
in Benin. 

The Benin Zonal Office of the Economic and 
Financial Crimes Commission (EFCC) said 
it arrested no fewer than 113 internet fraud 
suspects in eight months through its 
‘Operation Re-wire’. 


Read the article 


BJ 


‘We need change:' El Paso mass shooting 
survivors file lawsuit against Walmart 


Read the article 


EJ 


Magu seeks FG's attention in fight 
against cyber crime. 


The acting chairman, Economic and 
Financial Crimes Commission (EFCC), Mr 
Ibrahim Magu has urged the Federal 
Government to pay greater attention to 
cybercrime because of its effect on the 
economy of the nation. 


Read the article 
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About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search engine for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


E C E C B 
DISCOVER INTERPRET PROTECT 
Collect data from the open Connect the dots and interact Gain situational awareness 
web, social media, blogs, with the Internet's never- and yield optimal response to 
deep and dark web ending stream of content crises and emergencies. 
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From: Cobwebs Technologies - Tangles V6 Webinar < 

Sent: Wednesday, September 18, 2019 6:26 AM 

To: 

Subject: Technologies: Tangles V6 New Features Webinar 
Categories: responsive 


Thank you for subscribing! 


VERIFY EMAIL ADDRESS 
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SS 
From: 


Cobwebs Technologies 

Sent: Friday, August 23, 2019 2:15 AM 

To: Alex Rozenblat 

Subject: July Worldwide Web Intelligence News, Tools and Updates 
Categories: responsive 


View this email in your browser 


BJ 


August 2019 Newsletter 


Cobwebs Intelligence NewsDesk 


Cobwebs Technologies is proud to present our new Intelligence Newsdesk. 


Capture crime incidents, cyber-attacks and terror events with Cobwebs new Intelligence 
Desk. Our dynamic map allows you instant access to real-time, location-based news. 
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Press Releases 


"Googling" the Next Terror Attack The search 


engine developed by Cobwebs Technologies is 
designed to help law enforcement agencies 
scour the internet—including the dark and 
deep web—for potentially illegal or terrorist 
activity 

Read the PR 


Cobwebs Technologies: Redefining the Norms 


of Cyber Intelligence Users can easily expand 
a single lead into a full end-to-end investigation 
in minutes. Using the smart algorithms and 
case management tools offered, users are able 
to profile targets, map out groups, monitor and 
manage events and achieve operational 
dominance. 

Read the PR 
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Articles 


Fighting Cybercrime: Police Investigation & 
Various types of Investigations Optimized with 
OSINT Tools 


Read the article 


Dark Web Monitoring: The Latest in Law 
Enforcement Challenges 


Read the article 


Events 
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The International Association of Crime 
Analysts (IACA) is pleased to announce its 
29th Annual Training Conference along the 
waterfront of the Potomac River. 

This is a great opportunity to learn new tactics 
and strategies and network with peers from the 
US and around the world. Sessions will cover 
a variety of topics for all skill levels to include 
case studies and hands-on computer labs. 


Register now 


ISS World North America is the world's largest 
gathering of North American Law Enforcement, 
Homeland Security, Defense, Public Safety 
and other members of the Government 
Intelligence Community, responsible for cyber 
threat intelligence gathering, DarkNet 
monitoring, lawful interception and cybercrime 
investigations. September 4th — 6th 


Register now 
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The IACP Annual Conference and Exposition 
has been the foundation, providing leaders 
with new strategies, techniques, and resources 
they need to successfully navigate the evolving 
policing environment. October 26-29 


Register now 


Market News 


Trump calls for social media companies to 
‘detect mass shooters before they strike’ 


Read the article 


G315 


AOC FBI wants to monitor social platforms like 
Facebook and Twitter for potential threats to 
the US 


Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search engine for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


a EC E 
DISCOVER INTERPRET PROTECT 
Collect data from the open Connect the dots and interact Gain situational awareness 
web, social media, blogs, with the Internet's never- and yield optimal response to 
deep and dark web ending stream of content crises and emergencies. 
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SCHEDULE A DEMO 


[ETE 


nsubscribe from future maili 
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From: NW3C Webinar 


Sent: Tuesday, August 20, 2019 4:02 AM 
To: Alex Rozenblat 
Subject: Following the webinar of Cobwebs Technologies and NW3C 
Categories: responsive 
—| EI 
ix 
Dear , 


We wanted to thank you for taking time out of your busy day to attend our webinar. 

As you were able to see during our demonstration, Tangles provides you with the tools to not 
only increase the efficiency of your web intelligence investigations, but to also provide you 
with actionable data that is otherwise difficult to discover. Below are the key components to 
Tangles which you can share with others within your agency to reinforce how helpful our 
solution is: 


Ability to search the open, deep, and dark web using any kind of entity such as 
email address, phone number, physical address, keywords, and profile user 
name 


G318 


Analyze social media and application profiles to gain insight within minutes, 
which would normally take hours if not days to do 

Monitor in real-time a Geo Location, keywords, profiles or combination of those 
to asses potential threats 

Analyze in real-time a specific profile and/or the dark web to establish behaviors 
and act on suspicious activity 

Collect, store, and analyze your digital evidence while being fully integrated 
within the investigation platform 


Please reach out to me to schedule an in-depth demo catering to your specific agency, as 
well as to discuss our special pricing program through the end of the year since you attended 
our webinar. 

Thank you again and we look forward to speaking with you soon. 

Best regards, 

Evan Hiatt | Sales Director, North America 


1441 Broadway, 5" floor New York, NY 10018 
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Manage your profile 
Report this email as junk 
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To: 


Subject: 


‘Cobwebs Technologies 
Tuesday, July 23, 2019 10:22 PM 
Rebecca 


Nagy 
July Worldwide Web Intelligence News 


responsive 


View this email in your browser 
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July 2019 Newsletter 


mit’ Frost & Sullivan awarded Cobwebs 
Technologies with the 2019 Global Al-powered 
Web Intelligence Technology Innovation 


Award, recognizing us as a leading company in 
generating value to government agencies, law 


enforcement agencies, and the enterprises. 
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Frost & Sullivan’s Best Practices Awards 
recognize companies throughout a range of 
regional and global markets for superior 
leadership, technological innovation, customer 
service, and strategic product development. 


Cc Cobwebs Technologies was proud to host an 


important delegation of 30 US congressmen at 
our headquarters. 


The delegation was comprised of different 
committee members — security, technology, 
energy, and others. 


It is a great honor that Cobwebs got the 
opportunity to present our Al-powered Web 
intelligence. 
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The acknowledgment of Cobwebs as the 
preferred solution to fight crime and terror, out 
of the global intelligence market is a great 
honor for us. 


Articles 


Cybercrime Reaps Technological & Real-Life 
Havoc in Collaborative Groups 


Read the article 
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Events 


ISS World North America is the world's largest 
gathering of North American Law Enforcement, 


Homeland Security, Defense, Public Safety 


and other members of the Government 
Intelligence Community, responsible for cyber 
threat intelligence gathering, DarkNet 
monitoring, lawful interception and cybercrime 
investigations. September 4th — 6th 


Register now 


The IACP Annual Conference and Exposition 
has been the foundation, providing leaders 
with new strategies, techniques, and resources 
they need to successfully navigate the evolving 
policing environment. October 26-29 


Register now 
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Market News 


Acting Secretary McAleenan Statement on 
Secret Service National Threat Assessment 
Center's Annual Report on Mass Attacks in 
Public Spaces 


Read the article 


Is the US Ready for Near-Simultaneous 
Terrorist Attacks? 


Read the article 


How Bitbuy Is Keeping Crime Out Of Crypto 


Read the article 
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About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search engine for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 
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DISCOVER INTERPRET PROTECT 
Collect data from the open Connect the dots and interact Gain situational awareness 
web, social media, blogs, with the Internet’s never- and yield optimal response to 
deep and dark web ending stream of content crises and emergencies. 


JULE A DEMO 
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From: 
Sent: 
To: 
Subject: 


Categories: 


Evan Hiatt - Cobwebs Technologies 


p June 27, 2019 3:52 AM 


Learn about our groundbreaking OSINT platform to help with your Fusion Center investigations 


responsive 


o G 


As you are aware, because of your involvement with the National Fusion 
Center Association, Open Source Web Intelligence is becoming an 
important part of the investigation process. Obtaining data for persons of 
interest from various digital channels in the open, dark, and deep web 
can drastically decrease the amount of time from evidence collecting to 
an arrest. Our platform gives an analyst the ability to easily use our 
automated and advanced solution to assist with open source web 
intelligence. Being able to conduct a deep analysis from social media 
Sources will allow you to gather accurate and complete data in minutes 
instead of days. 


Cobwebs also provides a solution for real-time threat analysis. Our real- 
time and open source analysis module can be set up with a geofence and 
keywords to pinpoint a location. This will allow an analyst to have 
continuous visibility to a potentially dangerous situation, but most of all 
stay ahead of it. 


Please find our linked brochure and a short video with a review of our 
platform. I would love to schedule a web demo with you so you can truly 
see the power of our solution. 


Thank you for your time and I'm looking forward to providing you with a 
true value to your work. 
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We hope to see you at the National Fusion Center Association Conference 


in November. 
Best Regards, 


Evan Hiatt 
Sales Director, North America 


www.cobwebs.com 


Unsubscribe from future mailings 


Manage your profile 
Report this email as junk 


View in browser 
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Cobwebs Technologies (iii >- behalf of Cobwebs Technologies 
Thursday, June 13, 2019 12:03 AM 

Rebecca Nagy 

June Intelligence Technologies News 


responsive. 


View this email in your browser 
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June 2019 Newsletter 


E] May 28-30, Cobwebs participation in ISS World 
Europe was a great success. Our team was 
El delighted to provide demonstrations of our 


solutions and to consult on various challenges. 


We provided 2 training sessions: 

A. Tactical Web Intelligence (WEBINT) & 
Social Engineering: Gathering Actionable 
Intelligence via a powerful WEBINT 
platform 
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B. Web Intelligence 4.0 - Cobwebs’ Global 
Terrorism Butterfly Effect Theory 


If you have further questions or wish to learn 


more, please feel free to contact us. 


CONTACT US 


Watch Stephan E. Arnold Cobwebs 
review on DarkCyber 


i] 


VIEW THE VIDEO 


Articles 
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Crime Investigations & European Union's 
Government & Policing of Online Hate Crime 
or Speech 


Read the article 


Al Breaks Down Big Data Mysteries 


Read the article 


Events 


International Police Expo is the only exhibition 
which is focused and an interactive platform 
where the police representatives of different 
nations and policing security equipment and 
technology suppliers can meet their business 
opportunities related to internal security, 
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Training, Protection and Rescue. 
July 19-20, India 


Register now 


The International Association of Crime 
Analysts (IACA) is hosting our 29th Annual 
Training Conference at the Gaylord National 
Resort and Convention Center in National 
Harbor, Maryland, August 19 - 23, 2019. 


Register now 


ISS World North America is the world's largest 


gathering of North American Law Enforcement, 


Homeland Security, Defense, Public Safety 
and other members of the Government 
Intelligence Community, responsible for cyber 
threat intelligence gathering, DarkNet 
monitoring, lawful interception and cybercrime 
investigations. September 4th — 6th 
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Register now 


The IACP Annual Conference and Exposition 
has been the foundation, providing leaders 
with new strategies, techniques, and resources 
they need to successfully navigate the evolving 
policing environment. October 26-29 


Register now 


Market News 
HART: Homeland Security's Massive New 
Database Will Include Face Recognition, DNA, 


and Peoples' *Non-Obvious Relationships" 


Read the article 
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AO British intelligence services ‘at breaking point’ 
over unprecedented threat from Russia, China, 
terrorists and crime gangs 


Read the article 


HC The growing impact of cyber crime in the UK 


Read the article 


About Cobwebs Technologies 


Cobwebs Technologies provides a leading Al-powered, user-friendly search engine for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 
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DISCOVER 
Collect data from the open 
web, social media, blogs, 
deep and dark web 


INTERPRET 
Connect the dots and interact 
with the Internet’s never- 
ending stream of content 


SCHEDULE A DE 


PROTECT 
Gain situational awareness 
and yield optimal response to 
crises and emergencies. 
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From: Evan Hiatt 


Sent: Thursday, May 16, 2019 6:57 AM 

To: [es 

Subject: Cobwebs Technologies Meeting in Los Angeles 
Categories: responsive 


Good Morning i, 


I hope this email finds you well. We are potentially planning on being out in the area around June 18" for a couple of meetings and would like to come by and 
show you our platform. Are you free that day? Please get back to me when you can. 


Looking forward to hearing back from you. 


Best regards, 


Evan 


Evan Hiatt | Sales Director , North America 


1441 Broadway, 5" floor New York, NY 10018 


Website www.cobwebs.com 


ij COBWEBS 
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From: Cobwebs Technologies {iii on behalf of Cobwebs Technologies <info@cobwebs.com> 


Sent: Monday, May 13, 2019 10:11 PM 
To: 
Subject: Cobwebs Technologies May Newsletter 
Categories: responsive 
ew this email in your browse 
Bl Emerging solutions help agencies reduce 


manual analysis, increase officer safety and 
improve situational awareness. Using artificial 
intelligence (Al), the Cobwebs solution offers 
law enforcement predictive monitoring, social 
network analysis, target profiling, natural 
language processing, entity extraction, deep 
image analysis, and facial recognition tools to 


name a few. 
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Watch our new video about 
Al-Powered Web Intelligence Platform: 


Cobwebs Technologies provides a leading Al-powered, user-friendly search engine for 
deep, automated web investigations. Extract critical, intelligent insights with ease and 
efficiency from numerous internet sources. Our platform is designed by security and 
intelligence experts, enabling insightful solutions to our customers. 


a a~ EH 
DISCOVER INTERPRET PROTECT 
Collect data from the open Connect the dots and interact Gain situational awareness 
Web, social media, blogs, with the Internet's never- and yield optimal response to 
deep and dark web ending stream of content crises and emergencies. 
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Articles 


ne | Cobwebs Technologies sponsored the 
Exceptional use of Internet Intelligence & 
Investigations award 
Read the article 

A A Partnership for Progress: Al-Driven Web 


Intelligence from Cobwebs Meets Microsoft 


Read the article 


Events 
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ISS World Europe is the world's largest 
gathering of Regional Law Enforcement, 
Intelligence and Homeland Security Analysts, 
Telecoms as well as Financial Crime 
Investigators responsible for Cyber Crime 
Investigation, Electronic Surveillance and 
Intelligence Gathering. 


Techno Security & Digital Forensics 
Conference provides a unique education 
experience that blends together the digital 
forensics and cybersecurity industries for 
collaboration between government and private 
sectors. The purpose is to raise international 
awareness of developments, teaching, training, 
responsibilities, and ethics in the field of IT 
security and digital forensics. 


ISS World North America is the world's largest 
gathering of North American Law Enforcement, 
Homeland Security, Defense, Public Safety 


and other members of the Government 
Intelligence Community as well as Telecom 
Operators responsible for cyber threat 
intelligence gathering, DarkNet monitoring, 
lawful interception and cybercrime 
investigations. 


Market News 


The rise of fear-based social media like 
Nextdoor, Citizen, and now Amazon’s 
Neighbors 


Read the article 


Henrico PD addresses human trafficking 
concerns circulating on social media 


Read the article 


UC Berkeley students investigate war crimes 


using social media 


Read the article 
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From: Evan Hiatt 
Sent: Wednesday, May 8, 2019 10:13 AM 

To: a 

Subject: RE: follow-up from LEIU/IALEIA 

Attachments: Cobwebs Web Intelligence Brochure March 2019.pdf 
Sensitivity: Confidential 

Categories: responsive 


i, 


| hope all is well and your trip back home was smooth. | know you were in and out at the conference and we did not have a chance to connect. Do you have 
some time later this week or next week for a quick overview of our platform? Would Monday at 1 PST? If not, please suggest another time. 


Until then, take a look at the attachment which gives a nice high level review of the platform. 
| look forward to speaking soon. 
Best regards, 


Evan 


From: is <> 
Sent: Wednesday, May 1, 2019 5:58 PM 
To: Evan Hiatt < 

Subject: follow-up from LEIU/IALEIA 
Sensitivity: Confidential 


Hi Evan, 

We met briefly at the end of my talk today on OSINT: From the Browser to the Courtroom. | apologize for being in a bit of a rush, and regret that we weren't able 
to connect. The conference folks advised that the vendors are closing up shop today. | was only in town to teach and didn’t get to partake in many of the 
festivities. In any case, | wanted to reach out and provide you with my contact information. is and often speak at various venues 


throughout the U.S. (primarily to law enforcement, occasionally to the private sector). | look forward to hearing from you. 


Best, 
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E. 

LAPD Robbery-Homicide Division 
Website: click here 

(213) 486-6850 office 
EE Cell/voicemail 
[o— T 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, and/or other legally privileged information. This information, upon suitable review and oversight, may be 
exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other personnel who do not have a valid "right/need- 
to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection purposes. Unauthorized interception, review, use or disclosure of all content 
and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications Privacy Act. Any misuse or unauthorized disclosure 
may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included herein as a reply, forward, or hyperlink. If you are not 
the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)/third-party agency permission rules apply. 
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From: 
Sent: 
To: 
Subject: 


Categories: 


Evan Hiatt - Cobwebs Technologies [IIIS c1» behalf of Evan Hiatt - Cobwebs Technologies 


Tuesday, May 7, 2019 7:02 AM 
— 
Cobwebs Technologies -LEIU/IALEIA Follow Up 


responsive 


Dear MEM, 


wanted to thank you for taking a few minutes to stop by our booth last 
week in Orlando. 


From the brief time we spent together, | am confident you saw the many 

benefits and capabilities of our Al-Powered Web Intelligence solution. As 
for the next step, | will be reaching out within the next week to schedule a 
urther conversation to review Cobwebs in greater detail. 


f you have any questions before we connect, feel free to contact me. 
n the meantime, please view our brochure below and watch our video 
for additional information on our powerful platform. 


t was great meeting you and | look forward to speaking soon. 
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Best Regards, 


Evan Hiatt 
Sales Director, North America 


Website www.cobwebs.com 


Unsubscribe from future mailings 
Manage your profile 
R i Em 


View in browser 
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From: Evan Hiatt 


Sent: Wednesday, May 1, 2019 3:23 PM 
To: i) 

Subject: Re: follow-up from LEIU/IALEIA 
Sensitivity: Confidential 

Categories: responsive 

i, 


1 really appreciate you reaching out. | was hoping to connect. Are you in town tomorrow? We are doing a session at 10. If not, we can plan sometime tonight 
or tomorrow to meet up. | think you would find our platform extremely helpful. If you have some time tonight or tomorrow let me know. If not we can doa 
webex or I don’t mind coming to LA ©). Let me know what works. 


Best regards, 
Evan 


On May 1, 2019, at 5:58 PM, ENNEEEN <> wrote: 


Hi Evan, 


We met briefly at the end of my talk today on OSINT: From the Browser to the Courtroom. | apologize for being in a bit of a rush, and regret that 
we weren't able to connect. The conference folks advised that the vendors are closing up shop today. | was only in town to teach and didn't get 
to partake in many of the festivities. In any case, | wanted to reach out and provide you with my contact information. BEEEEEERREREEEREEEENI 
El and often speak at various venues throughout the U.S. (primarily to law enforcement, occasionally to the private sector). | look forward to 
hearing from you. 


Best, 


s,s 
LAPD Robbery-Homi 
Website: click here 
(213) 486-6850 office 
HE Cell /voicemail 
[o email 


ide Division 
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CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled 
Unclassified Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, and/or other legally privileged information. This information, upon 
suitable review and oversight, may be exempt from public disclosure under the Freedom of Information Act and/or California Public Records Act. It is solely for the use of the intended recipient(s). 
Itis to be controlled, stored, handled, transmitted, distr buted, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, 
foreign nationals, or other personnel who do not have a valid "rightneed-to-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and 
data protection purposes. Unauthorized interception, review, use or disclosure of all content and metadata is prohibited and may violate applicable laws, including the U.S. Electronic 
Communications Privacy Act and the California Electronic Communications Privacy Act. Any misuse or unauthorized disclosure may result in both civil and criminal penalties. This notice may 
apply to specific content, attachments, and metadata, including such material that may be included herein as a reply, forward, or hyperlink. If you are not the intended recipient, please contact the 
sender and destroy all copies of the communication immediately. Originator Control (ORCON)/third-party agency permission rules apply. 
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From: 
Sent: Wednesday, May 1, 2019 2:58 PM 
To: 

Subject: follow-up from LEIU/IALEIA 
Sensitivity: Confidential 

Categories: responsive 

Hi Evan, 


We met briefly at the end of my talk today on OSINT: From the Browser to the Courtroom. | apologize for being in a bit of a rush, and regret that we weren't able 
to connect. The conference folks advised that the vendors are closing up shop today. | was only in town to teach and didn't get to partake in many of the 
festivities. In any case, | wanted to reach out and provide you with my contact information i and often speak at various venues 
throughout the U.S. (primarily to law enforcement, occasionally to the private sector). | look forward to hearing from you. 


Best, 


LAPD Robbery-Homicide Division 
Website: click here 


CONFIDENTIALITY NOTICE: This communication and its contents (including attachments) may contain confidential, Law Enforcement Sensitive (LES), For Official Use Only (FOUO), Controlled Unclassified 
Information (CUI), Personal Identifying Information (PII), information that is investigatory or intelligence in nature, and/or other legally privileged information. This information, upon suitable review and oversight, may be 
exempt from public disclosure under the Freedom of Information Act and/or Califomia Public Records Act. It is solely for the use of the intended recipient(s). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with appropriate policy relating to this information and is not to be released to the public, the media, foreign nationals, or other personnel who do not have a valid "right/need- 
1o-know" without prior approval of an authorized official. Some information may include encrypted content for privacy and data protection purposes. Unauthorized interception, review, use or disclosure of all content 
and metadata is proh bited and may violate applicable laws, including the U.S. Electronic Communications Privacy Act and the California Electronic Communications Privacy Act. Any misuse or unauthorized disclosure 
may result in both civil and criminal penalties. This notice may apply to specific content, attachments, and metadata, including such material that may be included herein as a reply, forward, or hyperlink. If you are not 
the intended recipient, please contact the sender and destroy all copies of the communication immediately. Originator Control (ORCON)fthird-party agency permission rules apply. 


G350 


Cobwebs Technologies on behalf of Cobwebs Technologies <info@cobwebs.com> 
Wednesday, April 10, 2019 12:04 PM 

Rebecca Na 

Cobwebs Technologies Training Session at lALEIA Event 


responsive 


a 
Join Cobwebs Technologies training session: 


Fighting the Opioid Epidemic: 


Automated Deep - Web & Social Networks 
Al-Powered Investigations 


at the LEIU/IALEIA Annual Training Event 


Thursday, May 2, 2019, at 10:00 am 
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I 


Cobwebs Technologies provides a leading AI-powered, user- 
friendly solution for deep, automated web investigations 
Extract critical, intelligent insights with ease and efficiency from 
vast and multiple online sources. Our platform is designed by 
security and intelligence experts, enabling the delivery of 


actionable insights to our customers. 


2 Samsung Galaxy Tabs will be awarded in lottery 
draws, one taking place at the training, and the 
other at booth #: 308, Wednesday 4:00 pm 


Watch Our Solution Video 


/ATCH THIS VIDEO: LEARN MORE 


Sent for Free via MPZMail 
Start sending beautiful campaigns in seconds. 


Try MPZMail FREE 


B 
View in browser 
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